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Abstract

Federated Learning (FL) has emerged as a distributed paradigm enabling multiple participants to
collaboratively train machine learning models without sharing their raw data. By keeping data local,
FL mitigates many privacy risks inherent to centralized learning architectures. However, despite this
promise, recent research has revealed that exchanged gradients can still leak sensitive information
about local datasets. Furthermore, most existing approaches rely on strong and often unrealistic trust
assumptions toward the central server, while providing no means to verify whether privacy-preserving
mechanisms have been correctly enforced. These limitations expose a critical gap between theoretical

privacy guarantees and their practical implementation in real-world federated systems.

This thesis investigates how to bridge this gap by combining differential privacy (DP) with
cryptographic and verifiability protocols to achieve verifiable and trust-reduced federated learning.
First, we explore the use of additive homomorphic encryption to protect client updates and minimize
reliance on a trusted aggregator. Second, we introduce a non-interactive verifiability protocol based on
zk-SNARKSs and cryptographic hashes, allowing third parties to prove and verify the correct application
of DP without revealing sensitive information. Finally, we propose ProoFed, a distributed framework
that leverages secret sharing to decentralize noise generation and integrate verifiable aggregation

proofs in zero knowledge, thereby eliminating single points of trust.

Keywords: Federated Learning, Differential Privacy, Verifiability, Cryptography Protocols, Privacy-

Preserving Machine Learning, Trust Reduction.
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Résumeé

L’apprentissage fédéré est apparu comme un paradigme distribué permettant a plusieurs participants
d’entrainer conjointement un modele d’apprentissage automatique sans échanger leurs données brutes.
En conservant les données localement, cette approche réduit considérablement les risques liés a la
divulgation d’informations sensibles, risques souvent présents dans les architectures d’apprentissage
centralisées. Toutefois, malgré cette promesse de confidentialité, plusieurs travaux récents ont démontré
que les gradients échangés lors du processus d’apprentissage peuvent encore révéler des informations
sur les jeux de données locaux. Par ailleurs, la majorité des approches actuelles reposent sur des
hypotheses de confiance fortes envers le serveur central, sans offrir de mécanismes permettant de
vérifier la bonne application des mesures de protection de la vie privée. Ces limites mettent en évidence
un écart important entre les garanties théoriques de confidentialité et leur concrétisation dans les

déploiements réels.

Dans cette these, nous proposons de réduire cet écart en combinant la confidentialité différentielle
avec des outils cryptographiques et des protocoles de vérifiabilité. L’objectif est d’assurer un appren-
tissage fédéré a la fois vérifiable et moins dépendant de la confiance envers les entités centrales. Dans
un premier temps, nous explorons l'utilisation du chiffrement homomorphe additif afin de protéger les
mises & jour locales tout en limitant la dépendance & un agrégateur de confiance. Dans un second temps,
nous introduisons un protocole de vérifiabilité non interactif fondé sur les zk-SNARKSs et les fonctions
de hachage cryptographiques. Ce protocole permet de prouver et de vérifier la correcte application de
la confidentialité différentielle sans révéler d’informations sensibles. Enfin, nous présentons ProoFed,
un cadre distribué reposant sur le partage de secret pour décentraliser la génération du bruit et intégrer
des preuves d’agrégation vérifiables en connaissance nulle, supprimant ainsi les points uniques de

confiance.

vii



RESUME

Mots-clés : Apprentissage fédéré, Confidentialité différentielle, Vérifiabilité, Protocoles cryptogra-

phiques, Apprentissage automatique préservant la vie privée, Réduction de la confiance.
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1.1. CONTEXT

1.1 Context

Privacy has become a central concern in the deployment of machine learning systems. In healthcare,
diagnostic models rely on sensitive medical data whose exposure may compromise patient confidentiality.
In finance, fraud detection and credit scoring depend on transactional records subject to strict
regulations. On social platforms, recommender systems and targeted advertising exploit digital
browsing traces that are often collected without transparency. These examples illustrate, on one hand,
the sensitive nature of the data collected to train modern learning systems. The collection of such data
is particularly risky, as it can be misused for user profiling, discrimination, or even manipulation. On
the other hand, the growth of connected devices and edge computing has transformed data generation
and storage. Data is no longer centralized but distributed across multiple entities such as clinics,
banks, companies, and personal devices operating under heterogeneous security and policy constraints.
Formally, these constraints are translated into regulatory frameworks that aim to safeguard users
against such threats and ensure the responsible use of personal data. The most well-known regulations

are the following:

e The General Data Protection Regulation (GDPR), adopted by the European Union in 2016,
addresses the broad issue of personal data collection and processing across sectors. It imposes
strict obligations such as explicit user consent, data minimization, clearly defined purposes, rights

of access, modification, portability, and erasure, as well as accountability of data controllers.

e The California Consumer Privacy Act (CCPA), adopted in 2018, focuses on protecting consumer
data in the digital economy, particularly for residents of California. It grants individuals the
right to know which data are collected, to request their deletion, to opt out of data sales, and
to be free from discrimination when exercising these rights. Compared to the GDPR, it has a

narrower scope and emphasizes transparency and consumer control.

e The Health Insurance Portability and Accountability Act (HIPAA), enacted in the United States
in 1996, regulates the use and disclosure of protected health information by healthcare providers,
insurers, and their business associates. It establishes national standards for data privacy and
security, granting patients rights over their medical records, including access, correction, and

notice of data breaches. Unlike the GDPR or CCPA, which apply broadly across sectors, HIPAA
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is limited to the healthcare domain and focuses on safeguarding medical information rather than

general personal data.

The growing emphasis on data protection has encouraged interest in privacy-preserving machine
learning paradigms. Among them, Federated Learning (FL) has emerged as a promising solution.
Introduced by McMahan et al. in 2016[I], it enables the training of a global machine learning model
in a decentralized manner. In this paradigm, data remain on local devices and are never shared with
third parties; instead, only model updates are communicated to a central server. At first sight, this

paradigm seems to reduce the exposure of sensitive data and to comply with regulatory requirements.

However, recent studies have shown that even without sharing raw data, machine learning models
can still leak sensitive information through the parameters or gradients they exchange. For instance, a
recent work [2] demonstrated that large language models trained on web-scale corpora can memorize
and reproduce verbatim segments of their training data, including personal information, source code,
and copyrighted text. Similarly, Microsoft’s Bing Chat powered by GPT-4 was tricked through a
prompt injection attack into revealing its hidden system instructions, which included confidential

operational rules and internal identiﬁers{ﬂ

These cases are not the focus of this work, but they illustrate the growing risks of information
leakage in modern machine learning systems, both during training and at deployment. In Federated
Learning, this issue becomes even more pronounced due to its iterative nature and the white-box
setting, where the exchanged gradients and model updates can be fully inspected by an adversary.
This makes FL particularly vulnerable to inference attacks as detailed in Chapter [2l Consequently,
FL provides only a first layer of protection. Many techniques to preserve privacy have been proposed
in the domain of Privacy-Enhancing Technologies (PETs), but each technique comes with technical

constraints and drawbacks, creating trade-offs that make their use in real-world scenarios difficult.

Therefore, despite its promise, FL. and naive PETSs have not managed to provide a complete
solution to the requirements imposed by regulations. Regulations are not only about restricting the
exchanged data, but also about enforcing strict and auditable mechanisms to prove that privacy is
truly preserved. This gap between the promises of the technology and the demands of the regulations

is the main motivation of this thesis. In this context, three primary challenges need to be tackled:

"https://arstechnica.com/information-technology/2023/02/ai-powered-bing-chat-spills-its-secrets-via-prompt-inje
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e Information leakage from gradients: exchanged updates may reveal sensitive information, making

FL vulnerable to inference attacks and showing the limits of the “privacy by design” principle.

e Central server dependency: many solutions assume threat models that are not realistic in
some domains, such as the presence of an honest or semi-honest server, while in practice a

compromised server is a much more likely scenario.

e Lack of auditability and verifiability: participants and regulators have no means to verify the

results and are forced to blindly trust the service provider.

1.2 Scope of the thesis

This thesis is conducted in the context of Federated Learning and its inherent limitations. The
guiding idea behind this work originates from a central observation: among existing privacy-preserving
mechanisms, Differential Privacy (DP) offers the only formal guarantee that remains valid even after
the release of the global model. However, when applied in isolation, DP creates a trade-off between
privacy and utility. Mitigating this trade-off requires an excessive level of trust in the central server
responsible for enforcing differential privacy. Moreover, there currently exists no verifiable means to

ensure that the claimed privacy mechanisms have been properly applied.

This thesis therefore explores how Differential Privacy can be combined with cryptographic
primitives and verifiability protocols to design federated learning systems that are both privacy-
preserving and trust-reduced. The scope is deliberately limited to the intersection of differential
privacy, cryptographic techniques, and verifiability protocols. The objective is not to provide an
exhaustive review of all privacy-preserving solutions, but rather to investigate combined approaches
capable of addressing the three key issues identified in the previous section. The rationale behind
these choices will be detailed in the following chapters. To make this goal concrete, the scope of the

thesis is structured around three main dimensions:

e State of the art analysis of differential privacy and cryptographic methods applied to FL,

emphasizing their benefits, constraints, and trade-offs.

e Design and development of combined frameworks that mitigate the drawbacks of DP by integrat-

ing cryptographic and verifiable mechanisms, aiming to achieve an equilibrium between privacy,
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trust, and computational efficiency.

e Experimental evaluation on multiple datasets to assess accuracy, resource overhead, scalability,

and applicability in realistic scenarios.

At the same time, some important aspects remain deliberately out of scope. This thesis does not
focus on system-level issues of federated learning such as heterogeneity, client drop-out, or network
optimization. The term federated learning here refers only to the classical setting with a central
server. Some recent works extend the term to decentralized peer-to-peer schemes, but these are closer
to privacy-preserving distributed learning than to classical FL. Other technologies such as trusted
execution environments (TEEs) or blockchain are considered as complementary to the perspective
of this thesis. Finally, attacks unrelated to privacy, such as poisoning or backdoors are not covered,

however, the contributions should be extended to mitigate them.

1.3 Contributions

This thesis investigates how DP can be effectively combined with cryptographic techniques
and verifiability mechanisms to achieve verifiable and trust reduced FL. The contributions are
both conceptual and practical, encompassing theoretical analysis, protocol design, and experimental

validation. They are organized as follows:

1. We do a State of the art of existing approaches that combine Differential Privacy and cryp-
tographic primitives in the FL context. This review serves as the foundation for defining the

design goals and architectural principles of the proposed frameworks.

2. We propose a framework that introduces a secure tunnel based on additive homomorphic
encryption, protecting client updates throughout both transmission and aggregation. This tunnel
enables the server to perform model aggregation without accessing the underlying local updates,
thereby decoupling noise addition from aggregation and significantly reducing the trust required
in the central server. This decoupling ensures stronger confidentiality and anonymity, while
also enabling privacy amplification through both shuffling and subsampling, without imposing

restrictive conditions on the privacy budget or the number of participating clients.
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. We propose a framework that introduces a non-interactive verifiability protocol based on zk-

SNARKSs and cryptographic hash commitments to prove and verify the correct application of
central differential privacy. This protocol is designed to address two main challenges: first,
managing the inherent randomness introduced by differential privacy, and second, ensuring
that no additional information is disclosed, as both the raw data and the added noise must
remain hidden. By integrating these zero-knowledge proofs into the differential privacy, the
framework enables transparent verification of privacy preservation without compromising privacy,
thereby reducing the need for blind trust in the central server and reinforcing the integrity and

accountability of the entire training process.

. We propose ProoFed, a comprehensive framework that combines differential privacy, secret

sharing, and verifiable protocols to achieve privacy-preserving and trust-reduced federated
learning. In this framework, noise generation is distributed among the clients using secret sharing,
thereby eliminating the need to trust the central server for privacy enforcement. A dedicated
verification protocol ensures that the final aggregation is performed correctly and can be audited
without revealing sensitive information. By unifying privacy protection, decentralization, and
verifiability within a single architecture, ProoFed strengthens both the security and transparency

of the federated learning process while maintaining practical efficiency and scalability.

1.4 Thesis Outline

The manuscript is organized as follows:

e Chapter [2] introduces federated learning, presents its main categories and frameworks, and

reviews the challenges related, including a focus on privacy and trust challenges by exploring

the main types of attacks.

e Chapter [3| focuses on differential privacy as a formal guarantee to protect the global model in

Federated Learning. We review the different ways DP can be incorporated into FL, analyze the
limitations of DP-only approaches as a motivation for combined techniques, and present the

state of the art together with the open challenges.

e Chapter [4] develops the first contribution for reducing trust in the federated learning process
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by introducing additive homomorphic encryption. It delve into the motivations behind this

contribution before detailing the design of the solution and the evaluation of the system.

e Chapter [5] presents the second contribution, which addresses the challenge of verifiability in
central differential privacy. It details the design of a non-interactive protocol that proves and
verifies the correct application of differential privacy using zk-SNARKSs and cryptographic hash

commitments, and discusses its validation through analysis and experimentation.

e Chapter [8] develops the third contribution with the design and implementation of ProoFed,
a unified framework combining differential privacy, secret sharing, and verifiable aggregation
protocols. It describes the overall architecture, explains how trust is distributed among clients,

and evaluates the framework on multiple datasets to assess scalability and robustness.

e Chapter [7] concludes the manuscript by summarizing the main results of this thesis, discussing

its limitations, and highlighting perspectives for future research.

1.5 Other Contributions

During this thesis, I have made additional contributions that are not included in this manuscript.

Supervision of a Master and Engineering student. I supervised Maya Ben Abdellatif in her master
thesis entitled “Privacy-Preserving Meta-Learning using Differential Privacy”. The project explored
the integration of Differential Privacy into meta-learning algorithms, with the objective of preserving

privacy while maintaining the adaptability of models across heterogeneous tasks.

Scientific dissemination through poster presentation. I presented a poster based on a prior work
entitled ”"Secure and non-interactive k-NN classifier using symmetric fully homomorphic encryption”

during the HCERES evaluation visit at the CEDRIC laboratory.

Teaching activities. 1 prepared and delivered two courses within the Licence Professionnelle en
Informatique — Web, Mobile et Business Intelligence at the Cnam Paris. The first course focused
on Algorithmics and Programming, while the second addressed Web Development. In addition, I

contributed to teaching activities through the delivery of practical sessions in NEVA and IoT.
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1.6 List of Publications

The work presented in this thesis has resulted in the following publications.

International Conferences

e Aziz, Rezak, Youakim Badr, and Samia Bouzefrane. "Enhancing Trust in Central Differential
Privacy Using zk-SNARKSs and Cryptographic Hashes.” International Conference on Advanced
Information Networking and Applications. Cham: Springer Nature Switzerland, 2025.

Code: https://github.com/rezakaziz/zkSnarkDP
Contribution: Main contribution by the author of this thesis.

e Aziz, Rezak, Soumya Banerjee, and Samia Bouzefrane. "Privacy Preserving Federated Learning:
A Novel Approach for Combining Differential Privacy and Homomorphic Encryption.” IFIP
International Conference on Information Security Theory and Practice. Cham: Springer Nature
Switzerland, 2024.

Code: https://github.com/rezakaziz/PrivatumFL
Contribution: Main contribution by the author of this thesis.

Journals

e Aziz, Rezak, Soumya Banerjee, Samia Bouzefrane, and Thinh Le Vinh. "Exploring homomorphic
encryption and differential privacy techniques towards secure federated learning paradigm.”
Future internet 15, no. 9 (2023): 310.

Status: Published in 2023
Contribution: Main contribution by the author of this thesis.

e Aziz, Rezak, Youakim Badr, Soumya Banerjee and Samia Bouzefrane. "ProoFed: A Distributed
Differential Privacy framework for Federated Learning based on Secret Additive Sharing and
Verifiable Protocols” Journal of Information Security and Applications

Status: Submitted
Contribution: Main contribution by the author of this thesis.
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2.1. INTRODUCTION

2.1 Introduction

This chapter provides the background for understanding the mechanisms and limitations of FL.
The goal is not to restate the motivations already discussed, but to establish a precise view of
how FL operates and where its vulnerabilities arise. We begin by recalling the basic principles of
machine and deep learning. We then introduce the federated learning paradigm, its core architecture,
and its main categories as defined in the literature. From there, we examine the challenges that
stem from its distributed nature before focusing on privacy and trust issues. These issues are not
treated abstractly but through concrete examples of attacks and system assumptions that expose
the weaknesses of current FL. deployments. This analysis serves as a foundation for the next chapter,

where privacy-enhancing and trust-reducing mechanisms are explored in depth.

2.2 Background on Machine Learning and Deep Learning

Machine Learning deals with the design of algorithms that can learn patterns from data without
being explicitly programmed. Formally, given a dataset D = {(x;, y;)}1~;, drawn from an unknown
distribution P(x,y), the goal is to find a function f,, : X — ) parameterized by w that minimizes the

expected risk:

R(w) = E(x,y)NP [L(fw (.’E), y)] )

where L is a loss function that measures the discrepancy between predictions and true labels. Since

the distribution P is unknown, in practice the goal is to minimize a global objective function over a
dataset D = {(z;,9;)};. For a model parameterized by w, the optimization problem is:

1

min F'(w) = N;L(fw(xi)vyi) (2.1)

Machine learning can be broadly categorized into three paradigms. Supervised learning relies on

labeled datasets to learn predictive mappings, typically for classification or regression; all the methods

in this thesis are studied under this paradigm, although they can be extended to others. Unsupervised

learning instead focuses on uncovering hidden structures in unlabeled data, through techniques such

as clustering or dimensionality reduction. Reinforcement learning follows a different approach, where
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an agent interacts with its environment and learns a strategy that maximizes long-term rewards, with

applications ranging from robotics to autonomous driving and resource management.

Traditional machine learning models such as Logistic Regression, Support Vector Machine (SVM),
and Decision Trees are efficient and interpretable, but they are outside the scope of this thesis. In
addition to their limited ability to handle unstructured data such as images or text, they lack the
expressive power to capture complex high-dimensional patterns. They are also less representative of
current benchmarks in FL, and are not the main target of recent privacy or trust attacks. Moreover,
several studies [3| [4, 5] show that model capacity directly influences learning behavior: models with
limited capacity tend to extract structural patterns, whereas highly parameterized models are more
likely to memorize training data. For example, small Transformers generalize without memorizing,
while larger ones sacrifice generalization for memorization; similarly, GPT models can memorize up to
3.6 bits per parameter before saturating and shifting back towards generalization. For these reasons,
this thesis focuses on deep learning models, which offer richer feature representations and have become

the de facto standard in most FL applications.

The optimization of the equation is typically carried out using Gradient Descent (GD), which
finds a minimum by moving each step in the direction of the steepest descent, as given by the gradient.

From the initial point wy, the sequence is defined by the following iterations

w1 = wg — NV L(fw, (25), yj),

where (z;,y;) is a minibatch, V,, denotes the gradient with respect to the parameters, and n > 0

is the learning rate.

In practice, one rarely computes gradients on the full dataset at each step due to the prohibitive
computational cost. Instead, Stochastic Gradient Descent (SGD) and its minibatch variant are
employed, where the gradient is approximated using only a subset of the training data. This introduces
stochasticity in the updates, which helps escape shallow local minima and often accelerates convergence

in high-dimensional spaces.

Beyond SGD, more advanced optimizers have been developed to adaptively tune learning rates
and incorporate momentum. A widely used method is Adam (Adaptive Moment Estimation)[6], which

maintains exponentially decaying moving averages of past gradients and their squared values. The
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Adam update rule can be written as following:

my = Bimi—1 + (1 = B1)VwL(fu, (25),y5), ve = Bavi—1 + (1 = B2) (VwL(fu, (x5), yj))27

Ut my
Pa—— = 07 Wil = Wt — 1=
1— {7 1— 5’ 'Ut‘i‘E’

where (1, B2 € (0,1) are decay rates and € > 0 is a small constant ensuring numerical stability.

To sum up, deep learning comprises a wide range of architectures adapted to different data
modalities and tasks. Among the most prominent are multilayer perceptrons (MLPs), Convolutional
Neural Networks (CNNs), Recurrent Neural Networks (RNNs) with their extensions such as Long
Short-Term Memory (LSTM), as well as more recent families such as Transformers and Graph Neural
Networks (GNNs). While this thesis does not focus on neural architectures themselves, we illustrate

our proposed techniques using a subset of representative models.

2.3 Federated Learning

Federated learning (FL) is the core concept on which this thesis is built. In this section, we recall
its formal foundations, present its main categories, and highlight the challenges it raises, particularly
regarding privacy and trust. We also review the main open-source frameworks that support research

and deployment, which serve as the practical basis for our experimental evaluation.

2.3.1 Foundations

The term federated learning was introduced by McMahan et al.[I] in 2017. The objective is to
enable collaborative training of a machine learning model while keeping the data on local devices.
In this paradigm, raw data never leave the client side; instead, only model updates required for

aggregation are transmitted to the central server. The overall process is illustrated in Figure [2.1
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Figure 2.1: Federated learning process|[7]

In classical machine learning, the goal is to minimize a global objective function over a dataset

D = {(z,y;)}Y,. For a model parameterized by w, the optimization problem is:

| N
mui)n F(w) = N Zl(w;xi,yi)
i=1

where [ is the loss function.

In FL, the dataset is distributed among K participants. Each participant k£ holds a local dataset

Dy, of size ny, with Z{V ngi = N. The global objective becomes :

3

. k
min F(w) = Z ﬁFk(w) (2.2)
i=1
were the local objective of the client k is defined as:
min Fi(w) = L %l(w;x(k),y(k))
w nk = 7 7

The key step is the global aggregation, where the server constructs the global model from client
updates. To solve the global optimization problem defined in Equation McMahan et al. [1]
introduced Federated Averaging (FedAvg), the most widely used aggregation algorithm. In FedAvg,
the server sends the global model to selected clients, each client trains it locally, and the server

aggregates the returned models as a weighted average proportional to the dataset size of each client.
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Formally, the update at round ¢ is:

N
nj t
Wyp] = ——w; (2.3)
jzl PNREOI

¢

where wj

is the local model of client j at round ¢, and n; is the number of samples held by client j.

FedAvg became popular thanks to its simplicity and communication efficiency. However, its
performance in real-world settings is limited by the challenges outlined in Section mainly
heterogeneity, privacy, robustness, and fairness. Nanayakkara et al. [8] reviewed in 2024 several

alternatives designed to address these shortcomings.

In this work, we still use FedAvg as a baseline. We only address privacy and trust as challenges,
and we build our methods on top of FedAvg. Nevertheless, the proposed approaches can be extended

to other aggregation mechanisms.

2.3.2 Categorization of Federated Learning

Many categorization can be found in the literature for FL according to different criterea. We
categorize FL along the two main dimensions commonly adopted in the literature: by data partition
and by scale and client type. Other distinctions such as communication and system constraints,
privacy and robustness mechanisms, or learning objectives are considered as complementary aspects

rather than primary categories.

1. By Scale and Client Type. Two main settings are commonly discussed in the literature[9]:
cross-device and cross-silo. Figure illustrates the differences between them. Cross-device
typically involves mobile phones and IoT devices, whereas cross-silo involves organizations such
as hospitals, banks, or enterprises. In the cross-silo setting, the number of clients is relatively
small, but each has substantial computational capacity. By contrast, cross-device FL involves a
very large number of clients, each with limited resources. Another key distinction is reliability:
organizations in the cross-silo setting are generally always available for training, unlike user
devices, which may frequently be offline. The methods developed in this thesis are applicable to

both settings.

2. By data partition. Yang et al.[10] proposed a categorization by data partition: Horizontal FL
and Vertical FL. Figure [2.3 shows the difference between the two settings. In Horizontal FL,
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Figure 2.2: Comparison of cross-silo and cross-device federated learning architectures.

the datasets of the clients have the same features space. In Vertical FL, the local datasets have
the same individuals, but with different features. In this work, we restrict our scope to the

horizontal FL setting.
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2.3.3 Challenges

While FL offers a promising paradigm for training models collaboratively without centralizing
data, it also introduces a series of challenges that are not present in traditional centralized learning.

In what follows, we provide the main challenges in FL:

1. Data Related: Unlike centralized learning, where data is assumed to be independent and
identically distributed (IID) and preprocessed to reasonably satisfy such assumption, FL rarely
operates under such conditions. In practice, client data is inherently non-11D, reflecting differences
in user behavior, acquisition devices, or environments. This leads to imbalances in dataset
sizes, skewed label distributions, and evolving patterns due to concept drift. Moreover, noisy or
low-quality data further complicates the learning process. These characteristics make training
in FL fundamentally more challenging than in centralized settings, as the global model must

integrate heterogeneous and unstable updates without direct access to the raw data.

2. System related: FL also faces significant system-related challenges due to the heterogeneity
of participating devices and networks. Clients often differ in terms of computational power,
memory, and energy availability, ranging from powerful servers to resource-constrained mobile or
IoT devices. Network conditions are also highly variable, with limited bandwidth, intermittent
connectivity, and the presence of stragglers that slow down synchronous training rounds. Fur-
thermore, client availability is unpredictable, as devices may join or leave the training process at
any time. These factors introduce instability in training, reduce efficiency, and complicate the

design of robust and scalable FL systems.

3. Robustness: as the decentralized setting opens new attack surfaces compared to centralized
learning. Malicious clients may attempt to corrupt the training process through poisoning
attacks, either by manipulating their local data (data poisoning) or by altering model updates
(model poisoning), leading to degraded or backdoored global models. Adversaries can also
exploit the aggregation process through Byzantine behavior, sending arbitrary or inconsistent
updates that destabilize training. Beyond poisoning, backdoor attacks pose a serious threat,
where models behave normally on standard inputs but are deliberately triggered to misclassify
specific patterns. These risks highlight the need for robust aggregation, anomaly detection, and

verification mechanisms to ensure the integrity and reliability of federated training.
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4. Privacy: Despite keeping raw data on local devices, FL still faces significant privacy-related chal-
lenges. Model updates exchanged during training can unintentionally leak sensitive information
about client data. Adversaries may exploit this through inference attacks, such as membership
inference to determine whether a particular sample was used in training, or gradient inversion to

reconstruct private inputs from shared updates.

5. Trust and Fairness: Another important challenge in FL is the issue of trust between participants
and the central server. Since model updates are exchanged without direct access to the
underlying data, clients must trust that the server performs aggregation honestly and does
not misuse or inspect their contributions. Conversely, the server must also trust that clients
provide genuine updates and do not attempt to manipulate the global model through malicious
behavior. This lack of verifiability raises concerns about accountability and fairness, particularly

in cross-organizational settings where participants may not fully trust one another.

This thesis does not address the full spectrum of challenges. Instead, it focuses on privacy and trust.
The remaining challenges, such as data heterogeneity, system variability, communication efficiency,
and optimization, are acknowledged but fall outside the scope of this work. Privacy and trust are

examined in detail in Chapter
2.3.4 Frameworks

The development of FL has given rise to several frameworks designed to facilitate research,
experimentation, and large-scale deployment. This study is not exhaustive and focuses only on
open-source frameworks. To narrow down the selection, we applied two criteria: the framework must
have been actively updated since 2022, and it must have gathered more than 1000 stars on GitHub.
The considered frameworks are detailed in the Table 2.1

For the purpose of this study, we just summarize the capabilities of these frameworks in the
following. The goal is to select a framework that is highly customizable with good documentation and

that integrates seemlessly with various ML frameworks like pytorch, tensorflow and scikit learn.

1. Federated AI Technology Enabler (FATE)[11, 12]: is an open-source framework initiated by
Webank’s Al Department to support the federated Al ecosystem. FATE is built on a library,

called FederatedML. The main components are used to interface with the users : FATE-Board
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Table 2.1: Main open-source Federated Learning frameworks (information gathered in Sep 8th, 2025)

Framework Initial Release Latest Release # Releases Stars Country
FATE Jan 18, 2019 Jul 31, 2024 50 6k China (WeBank)
TFF Feb 20, 2019 Sep 26, 2024 91 2.4k USA (Google)
OpenFL Feb 1, 2021 Dec 19,2024 10 2k USA (Intel)
PySyft Jan 19, 2020 Jul 31, 2024 177 9.8k  USA(OpenMined)
Flower Nov 11, 2020 Jul 29, 2025 35 6.2k  Germany (ADAP)

for visualization and monitoring, FATE-Flow for workflow management and scheduling, FATE-
Serving, an industrialized serving system for FL. models, designed for production environments.
FATE also implements secure computation protocols such as homomorphic encryption and
multi-party computation (MPC). It supports a variety of FL architectures and enables training
of different machine learning models, including logistic regression, tree-based methods, and deep

learning.

. Tensorflow Federated(TFF)[13}14] is an open-source framework developed by Google. It provides

a server—client architecture where a central server coordinates the learning process while clients
perform local training on their private data. Communication is handled through gRPC, ensuring
efficiency and security. TFF is lightweight to install and mainly intended for research and

experimentation.

. OpenFL[15] : is a flexible software platform developed for FL, originally created through a

collaboration between Intel Labs and the University of Pennsylvania. The architecture is
designed to be flexible and extensible, enabling it to integrate with various machine-learning
frameworks such as TensorFlow and PyTorch. The architecture follows a client—server paradigm,
where a central aggregator orchestrates the training process and remote collaborators, called
Collaborators, perform local computations on their private datasets. Communication between

the aggregator and collaborators is secured through encrypted channels.

. PySyft[16, 7] : is an open-source framework for privacy-preserving data analysis developed by

the OpenMined community. It is tightly integrated with PyTorch and incorporates advanced
privacy-preserving techniques such as differential privacy and secure multi-party computation.

PySyft follows the principles of Remote Data Science, where code is sent to the data rather
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than transferring data to the code. Its main component is the Datasite, a set of servers deployed
by data owners to provide controlled and responsible access to their assets. PySyft relies on a
client—server architecture in which the client, implemented as a Python interface, enables both

data owners and data scientists to interact securely with the Datasite.

5. Flower[18, 19] is an end-to-end FL framework designed to bridge experimental research and real-
world deployment. It provides a flexible and modular architecture with seamless integration into
major machine-learning frameworks such as TensorFlow, PyTorch, and Keras. The architecture
is organized into two main components : the server, which combines a SuperLink for managing
communication and a ServerApp for customizing server behavior; and the client, which consists
of a Dupernode that connects to the SuperLink and a ClientApp that defines the client-side

logic of FL. This architecture makes Flower highly customizable and easy to use.

For the experiments conducted in this thesis, we retained Flower as the underlying framework. This

choice is motivated by its modularity and its seamless integration with different ML Libraries.

2.4 Privacy and Trust Challenges in FL

FL is often presented as a privacy-preserving paradigm, but recent studies have shown that it
introduces specific concerns regarding privacy and trust. On the privacy side, although raw datasets
remain local, the gradients exchanged during training may still reveal sensitive information about
client data. This risk is amplified by the large number of participants and the white-box nature of
FL, where insiders can passively exploit gradients without interfering with training. On the trust
side, many works assume a honest-but-curious server, whereas in practice a compromised server is a
realistic threat. Similarly, clients are often assumed to behave honestly, yet malicious participants
may poison updates, insert backdoors, or collude to bias the global model. These assumptions are
rarely valid in sensitive domains such as healthcare or finance. As a result, the attack surface of FL is
significantly broader than often acknowledged. An overview of these threats at different levels of the

FL architecture is shown in Figure 2.4

In the following, we present the main attack types, with their objectives and the techniques used
summarized in Table These attacks highlight the limitations of FL in providing privacy by design

and motivate the need for additional mechanisms. In this thesis, we specifically address these threats

23



2.4. PRIVACY AND TRUST CHALLENGES IN FL

Privacy Inference

FTTTTT T Federated Learning |~~~ ~"~"""~ \ mTTT Tt :
P -
1 1 :
Model Aggregation ! : '
AW=Aggr(AW+AW,+.. AW, _+AW,) ' i '
P :
1 1
' 1 Global Model |
1 1
1 1 '
f ]
' 1
1 )
f 1
1
1
1
1

Evasion
4

Data and Behavior :
\ Auditing Phase J

Training Phase Predicting Phase

Figure 2.4: Attacks on the federated learning process [20].

through the integration of differential privacy, cryptographic protocols, and verifiability mechanisms,

which are developed and evaluated in the subsequent chapters.

2.4.1 Membership Inference

Membership inference is a type of attack in machine learning that aims to figure out whether a
target data point is used to train a certain ML model. More formally, given z as the target point,
M as a trained model, and some external knowledge K, this attack can be defined by the following
function

A:x,M,K — {False,True}

Here, this function returns T'rue if the target x is in the training dataset and False otherwise.
This attack can be made either in a black-box setting, where the attacker has only access to an API

of the model M, or in a white-box setting, where the attacker has access to the whole model.

As we can notice, the attack model A is a binary classifier, and it can be constructed using
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Table 2.2: Main privacy attacks against federated learning, their targets, and common techniques.

Attack Type Information Leaked Possible Techniques Key References

Membership  infer- Presence of specific samples Shadow models, prediction [211 22| 23| 24 25|

ence in the training set confidence analysis, gradient [26] 27) 28, 291 [30,

distribution analysis 311, 32, [33]

Class representative Generic prototypes of train- GAN-based generation [34, 35]

inference ing classes

Property inference Statistical attributes (e.g., Shadow  models, Meta- [36], 37, 38, 39, 40]
gender, ethnicity) classifiers

Reconstruction Raw training data or labels Gradient inversion optimiza- [41), [42] [43] [44] 45]
reconstructed from gradi- tion 46, [47), 48, [49]
ents

different ways. These ways can be categorized into update-based and trend-based approaches [50].

Update-based attacks exploit gradients, parameters, or model snapshots exchanged during training.
Nasr et al. [21] showed that the distribution of gradients for members can be distinguished from that
of non-members, and Gupta et al. [22] extended this result to regression tasks. Li et al. [23] proposed
two attacks that exploit differences between gradients in consecutive rounds. These works rely on the
white-box setting of FL. Single-model approaches also exist. They are often based on shadow training,
where a discriminator is trained to distinguish between models trained with and without the target
victim’s participation [24] 25| 26, 27]. Yuan et al. [5I] extended this idea to federated recommender
systems. Structure-modifying attacks represent a more active direction: Pichler et al. [31] exploited

ReLU activation properties to tag member records.

Trend-based attacks, in contrast, analyze the temporal evolution of outputs, losses, or parameters
during training. Output trajectories (confidence, entropy) have been exploited by Gu et al. [29],
while loss trajectories were studied by Hu et al. [30] and Suri et al. [32]. Finally, Zhang et al. [52]
demonstrated that bias trajectories in the last layer provide an effective signal for distinguishing

members from non-members.

2.4.2 Class Representatives Inference

Class representatives inference aims to extract generic class-level representatives of the training
data rather than reconstructing the exact records [35]. More formally, given a trained model M,

the adversary attempts to generate synthetic samples Z. that capture the overall distribution of a
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class c. In contrast to membership inference, which is a binary decision problem, this attack outputs

prototypes or representative samples for each class.

This attack is closely related to model inversion [53], where the adversary leverages the model
to reconstruct inputs that maximize confidence for a given label. When the members of a class
are highly similar, the reconstructed representative may closely resemble the true training data; for
example, in a facial recognition system, each class corresponds to a single individual, and the inferred
representative can approximate an actual image of that person. In the context of FL, Generative
Adversarial Networks (GANs) have been used to implement such attacks. Hitaj et al. [34] proposed a
GAN-based strategy in which the attacker, acting as a honest-but-curious client, locally trains a GAN
to generate samples that mimic the victim’s data distribution while being labeled as belonging to
another class. This manipulation forces the victim to refine its model in order to distinguish between
real and fake samples, thereby leaking additional information about its private data. Experimental
results confirmed that this approach can effectively produce representative samples that are visually
close to the victim’s training data. Building on this idea, Wang et al. [35] introduced mGAN-AI a
more practical and inconspicuous attack where the adversary is the server rather than a client. Unlike
the client-based setting of Hitaj et al., mGAN-ATI employs a multitask discriminator that not only
fulfills the role of a standard GAN discriminator but also distinguishes the distribution of a victim
client from those of other participants, enabling the server to reconstruct class representatives tied to

specific clients and thereby breaching client-level privacy.

2.4.3 Properties Inference

The properties inference attack, first introduced by Ateniese et al. in 2013 [54], aims to extract
private statistical information about the training set that is not expected to be shared and may be
irrelevant to the main task. This attack mostly is based on shadow training to construct a meta-
classifier capable of determining whether a property P (e.g., the ethnicity of training participants) is
present in the data. Their experiments focused on centralized machine-learning models, specifically

Support Vector Machines (SVMs) and Hidden Markov Models (HMMs).

In 2018, Melis et al. [36] later extended this attack to collaborative and FL. They showed that the
model updates exchanged during training can inadvertently reveal sensitive properties of participants’

data. By exploiting leakage from sparse embedding layers or from gradients, an adversary participating
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in FL can mount both passive and active property inference attacks to recover attributes unrelated
to the model’s primary task. In the same year, Ganju et al. [37] studied property inference against
Fully Connected Neural Networks (FCNNs) in a white-box setting. Their objective was to infer
global dataset properties, such as the data collection environment or class proportions. Unlike the
meta-classifier approach, which is impractical for FCNNs due to permutation symmetry across hidden
layers, they introduced neuron sorting, significantly improving the attack’s effectiveness. Their results
underscored both the difficulty of attacking FCNNs and the success of their proposed strategies. In
2021, Zhou et al. [38] investigated generative models, in particular generative adversarial networks
(GANs). They proposed a general attack pipeline demonstrating that property inference is feasible not
only against discriminative models but also against generative models. Recent work tries to investigate

way to extend the solutions to other topologies like federated GNN[39] and to vertical FL[39].

2.4.4 Training Samples and Labels Inference

Training samples and labels inference, also called reconstruction attacks, aim to recover the original
data and their labels from the gradients or parameters exchanged during FL. By exploiting this
information, adversaries attempt to recreate sensitive samples belonging to the clients, which poses a

direct threat to privacy.

Among the first work in this direction, Zhu et al. [4I] introduced the Deep Leakage from Gradients
(DLG) to reconstruct inputs by matching gradients. Since then, several improvements have been
proposed. Zhao et al. [42] showed how to extract the correct labels, while Geiping et al. [43] refined
the optimization objective to scale towards more realistic architectures. Yin et al. [45] extended the
attack to recover multiple samples within a batch, and Ren et al. [44] used generative models to

achieve reconstructions at higher resolution and larger batch sizes.

In the FL context, reconstruction attacks continue to evolve. LOKI [46] and AWA [47] demonstrated
effective recovery even with secure aggregation and multi-step local updates. FET [48] showed severe
vulnerabilities for text data. Finally, Valadi et al. [49] emphasized that gradient inversion remains

feasible on production grade models, depending on the architecture.

These works can be broadly categorized into optimization-based approaches, which iteratively
adjust dummy inputs to match gradients, and generative-model-based approaches, which employ

GANS or regression networks to synthesize data. Together, they underline the severity of reconstruction
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attacks, as they can recover sensitive samples with high fidelity under increasingly realistic FL settings.

2.5 Conclusion

In this chapter, we first recalled the fundamental concepts of machine learning and deep learning,
before introducing FL as the core paradigm on which this thesis builds. We described its main

categories, frameworks, and challenges, with a particular focus on privacy and trust.

We then examined the main privacy threats in FL, including membership inference, class repre-
sentative inference, property inference, and reconstruction attacks. These attacks demonstrate that,
despite its promise, FL. does not provide privacy guarantees by design and remains vulnerable to
information leakage through gradients. In parallel, unrealistic trust assumptions on both the server

and the clients further broaden the attack surface and undermine the reliability of the framework.

These findings underline the necessity of integrating additional mechanisms to ensure both privacy
and verifiability in FL. This motivates the solutions explored in this thesis, which combine differential
privacy, cryptographic protocols, and verifiability mechanisms to strengthen privacy protection and
reduce trust assumptions. Chapter 3 develops this direction by reviewing existing countermeasures

and setting the ground for our proposed approaches.

Key takeaways

e Federated Learning does not guarantee privacy by design.

Gradients remain the main vector of information leakage.

Trust assumptions on server and clients are often unrealistic.

e These challenges motivate the integration of Differential Privacy and Cryptographic

Approaches which are the focus of this thesis.
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3.1. INTRODUCTION TO PRIVACY AND TRUST MECHANISMS

3.1 Introduction to Privacy and Trust Mechanisms

As discussed in Chapter [2] Federated Learning (FL) remains vulnerable to a variety of active and
passive inference attacks that exploit the exposure of model updates and the lack of verifiability in the
training process. To counter these threats, several privacy-enhancing and trust-building techniques
have been explored. To provide a clearer overview, Figure organizes these approaches into two
main categories: Privacy, which groups methods dedicated to protecting data privacy, and Trust,

which comprises techniques ensuring integrity, verifiability, and resilience.

Anonymization
k-Anonymity, 1-Diversity, t-Closeness

Privac Perturbation
y CDP, LDP
Cryptography
HE, SMPC, Secret Sharing
Privacy and Trust
Techniques
Verifiability
ZKP, Commitments, Blockchain
Trust

Trusted Infrastructure
TEE, TPM

Consensus protocols, Outlier detection

Resilience }

Figure 3.1: Taxonomy of Privacy and Trust-Enhancing Techniques

In this thesis, we focus on Differential Privacy (DP), since the analysis in the Table shows that
it is the only technique capable of protecting the final model in FL with lower overhead. Yet, relying on
DP alone under strong assumptions degrades utility, the reason why we combine it with cryptographic

techniques such as Homomorphic Encryption and Secret Sharing to mitigate this trade-off. We do
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not consider anonymization methods, as they are not applicable in this context and have already
shown their limits in practice. For trust, we concentrate on Zero-Knowledge Proofs (ZKP), as they
directly align with privacy by ensuring verifiability without additional knowledge sharing, unlike other
trust techniques that depend on hardware trust or introduce heavy overhead. This chapter introduces
existing privacy and trust mechanisms and highlights their limitations when applied to FL, thereby

motivating the need for the combined approach proposed in this thesis.

Table 3.1: Comparison of selected privacy-enhancing techniques in federated settings

Technique Protects Global Update Protects Local Updates Server Trust Assumptions

Secure Aggregation X v Honest but Curious
Secret Sharing (SS) X v At least one honest
HE v (if not decrypted) v Honest but Curious
Central DP v X Trusted

Local DP v v Untrusted

3.2 Differential Privacy

The intuition behind DP is simple: the presence or absence of a single individual in the dataset
should not significantly change the output of the algorithm. To formalize this, Dwork et al.[55] consider
two neighboring datasets, Dy and Ds, that differ by only one record. An algorithm is said to satisfy

DP if, when applied to Dy or Ds, it produces outcome distributions that are nearly indistinguishable.

Definition 3.2.1. [55] A randomized function M gives (e, d)-differential privacy if for all datasets Dy

and Do differing on at most one element, and all S C Range(M),

Pr(M(D;) € S] <ef x PrlM(D3) € S|+ 0 (3.1)

In Definition [3.2.1] € is a non-negative parameter that controls the strength of the privacy guarantee:
the smaller €, the stronger the protection. The parameter § is a small probability that accounts for a
possible failure of the guarantee; when = 0, the definition corresponds to pure DP. Choosing an
appropriate € is highly context-dependent, and even within specific applications there is no consensus
in the literature. Some works argue that claiming privacy with large values of € is not realistic [56] 57],

while more recent studies suggest that meaningful guarantees can still be achieved under large € [58].
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3.2. DIFFERENTIAL PRIVACY

In this thesis, we keep € as a variable and do not commit to a specific choice, leaving this decision to

practitioners according to their deployment context.

Three major properties arise directly from this definition: composition, post-processing, and group

privacy. These properties are the key to design powerful algorithm from basic mechanisms:

1. Composability: When applying DP multiple times on the same dataset, the overall privacy
guarantee degrades in a controlled manner. We distinguish mainly: Sequential composition,

parallel composition and advanced composition. Refer to appendix [A] for more details.

2. Post-processing: Any transformation applied after applying DP does not weaken the privacy

guarantee.

3. Group privacy: this definition can be extended to group privacy by considering two datasets

differing on at most k records instead of 1 record.

The core idea to apply DP in the real world applications is to calibrate random noise to the
sensitivity of the function being computed, ensuring that no single record significantly changes the
output distribution. Essentially, the sensivity, as defined in the definition measures how much

the output of a function can change when there is a slight change in the input data.

Definition 3.2.2. [53] The global sensitivity Af of a function f: D™ — R% (with respect to l; metric)

is the smallest number S(f) such that for all z,2' € D™ which differ in a single entry

max || f(z) — f(2')][1 < S(f)
3.2.1 Examples of DP Mechanisms

The controlled noise is added using mechanisms that satisfy the definition |3.2.1] In this thesis,
we do not aim to design or study new DP mechanisms. Instead, we rely on the Laplace/Gaussian

mechanisms and their variants, which are widely used in the literature.

The Laplace mechanism achieves pure e-DP by adding noise drawn from a Laplace distribution.

Definition 3.2.3. (Laplace mechanism [59]) Given any function f : N™ — R¥, the laplace mechanism

is defined as :

ML($7 [ E) = f(:E) + Lap(Af/E)
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where Lap(Af/e€) denotes a random variable drawn from a Laplace distribution.

The Gaussian mechanism provides an alternative to the Laplace mechanism and satisfies approxi-

mate (e,d)—DP. It adds noise sampled from a Gaussian distribution.

Definition 3.2.4. (Gaussian mechanism[60]) Given any function f : D — R over a dataset, the

gaussian mechanism is defined as :
M(z) = f(z) + N(0?)

2
where N denotes a random variable drawn from a Gaussian distribution where 0% = w

3.2.2 Local vs Central DP

Two main deployment models of DP are considered in the literature: the centralized model (CDP)

and the local model (LDP).

In CDP, a trusted curator collects raw data from participants and then applies the DP mechanism
centrally before releasing any statistics or trained models. This approach offers better utility, since the
curator has access to the unperturbed data and can calibrate the noise globally. However, it requires a
strong trust assumption: participants must rely on the curator to implement the mechanism correctly
and not misuse the raw data prior to noise addition. In practice, this assumption is often unrealistic

in sensitive domains such as healthcare or finance.

In LDP, the noise is added directly at the client side, before data leaves the user’s device. This
guarantees protection at the source, meaning that no central authority ever sees the original data.
As a result, LDP provides stronger privacy guarantees. However, this comes at the cost of degraded
utility: since each contribution is perturbed individually, the aggregated result often requires much

larger datasets to achieve the same level of accuracy as CDP.

Property Central DP Local DP

Noise Low (added once centrally) High (added per user)
Utility High (more accurate) Low (noisy results)
Trust High (requires trusted curator) Low (no need for trust)

Table 3.2: Comparison between centralized and local differential privacy models.
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3.2.3 Differential Privacy Amplification

DP can be enhanced through amplification techniques. The general idea is that the effective
privacy loss of a mechanism is reduced when data is sampled or processed in specific ways. Two main

approaches are commonly studied: subsampling and shuffling.

Amplification by Subsampling[61] reduces the effective € by leveraging random participation of
clients.

E:log(l +p(e€0—1))7 5/:])(5

Where p is the probability of a client to participate. In FL, this is naturally achieved when only a

fraction of clients are selected per round. This amplification is exploited in the analysis of Chapter

In the amplification by shuffling[62], each individual first applies a local randomizer, and the
resulting outputs are permuted uniformly at random before analysis. The permutation breaks the
link between outputs and individuals, which amplifies privacy guarantees. Shuffling assures for any

n > 1000, 0 < gg < %, and 0 < 6 < ﬁ, the algorithm A satisfies (g,0)-DP in the central model, with

log(1
e = 12g, Og(n/é).

Where ¢ is the DP achieved by the local randomizer and n is the number of clients. In this thesis,
shuffling is employed as an anonymization mechanism to strengthen the privacy guarantees of our

proposed solutions, while also serving as the primary motivation for Chapter

Beyond subsampling and shuflling, other forms of amplification have been proposed, including
iteration-level amplification in stochastic optimization, privacy amplification by iteration [63], by
compression [64], and by decentralization [65]. While less widely adopted, these approaches confirm
that amplification is a general principle that can be applied in different algorithmic settings to improve

the privacy—utility trade-off.
3.3 Differential Privacy in FL

The combination of DP with FL has been widely investigated in the literature, with different

approaches depending on where the noise is injected. We can mainly distinguish four categories:

e Input Data Level [60, 67, [68]: noise is applied directly to the raw training data before local
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training. This protects the data at its source but often leads to a significant drop in utility.

e Local Model Level [69, (70} [7T], [72] [73] [74]: perturbation is added to gradients or model updates
before they are sent to the server. This setting prevents the server from observing unprotected

updates and is the most common scenario in Local DP.

e Objective Function Level [75], [76]: noise is incorporated directly into the objective function,
usually by perturbing the loss or adding a regularization term. This guarantees privacy at the

algorithmic level but often complicates the optimization process.

e Global Model Level [77, [78, [79, 0, [81]: perturbation is added after aggregation on the server
side, directly to the global model parameters. This is the typical CDP setting and assumes that

the server is trusted.

In this thesis, we acknowledge that in the literature the definition of DP can vary depending on the
level of granularity (client-level or sample-level), which leads to different interpretations of local and
central DP. For clarity, we consider Input Data Level and Local Model Level approaches as instances
of Local DP, while the Global Model Level corresponds to CDP. The Objective Function Level has
been less explored, mainly due to the additional complexity it introduces in optimization. In the
following, we provide an overview of representative works under these different settings and discuss

their limitations.

3.3.1 Centralized DP

The use of CDP in FL was first explored in 2017 by McMahan et al.[77]. They extended the
FedAvg and FedSGD algorithms [I] with the moments accountant [82] to track the composition of
Gaussian noise across rounds. Their approach applied classical CDP by clipping client updates to a
fixed scale, thereby defining the sensitivity of the weights. The results showed that, with a sufficient
number of participants, it is possible to train recurrent language models under DP while still preserving
utility. In a similar independent study the same year, Geyer et al. [78] added subsampling on top of

fixed clipping and confirmed that the number of clients plays a key role in the accuracy of the model.

Andrew et al. [79] proposed an adaptive clipping method in which the bound is set from a DP-

estimated quantile of update norms, showing that clipping to the median norm generalizes well across
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FL tasks. Zhang et al. [80] extended this direction by comparing clipping on model parameters
versus gradients, and demonstrated that clipped gradients yield better utility. In contrast, Yuan et
al. [81] focused on the noise side and introduced an amplitude-varying Gaussian mechanism, where
the variance follows a geometric schedule across aggregations. Their central remark is that training
rounds differ in sensitivity: early rounds with large updates can absorb stronger noise, while later
rounds require weaker perturbations to preserve convergence, which leads to faster training and higher

accuracy under the same DP budget.

Table 3.3: Comparison of central differential privacy techniques in federated learning.

Work Clipping Mechanism Takeaway

[77] Fixed Gaussian Differential Privacy in Federated Learning is feasible.

[78] Fixed Gaussian More clients improve accuracy under Differential Privacy.
[79] Adaptive Gaussian Adaptive clipping is better than Fixed clipping.

[80] Adaptive Gaussian Gradient clipping is better than parameter clipping.

[81] Fixed Amplitude- Varying noise amplitude improves convergence and accuracy.

varying Gaussian

The previous solutions in Table assumes a secure server for aggregation, which motivates the
proposition of secure aggregation solutions. In this paradigm, the variance of the noise is devided
across the clients, so each client add a small amount of noise to their locally clipped updates, encrypt
them, and transmit them to the server, which only observes an aggregated sum that satisfies CDP.
However, secure aggregation is based on modular arithemetic which is not compatible with continuous
DP mechanisms [83]. This challenge has led to the design of discrete noise mechanisms like the
Binomial mechanism [84], Discrete Gaussian mechanism [85], [86], Skellam mechanism [87] and Poisson
Binomial mechanism [88]. It is worth to say that even if the noise is added at the client level, this is

not local DP since the neighboring is considered at the global level.
3.3.2 Local DP

The use of LDP has been extensively investigated in the context of FL. The main motivation
is that, in contrast to CDP, LDP ensures protection of the user’s data even against a potentially
malicious server, while granting clients greater flexibility in managing their own privacy. From a
theoretical perspective, LDP in FL can be formulated as a high-dimensional mean estimation problem.

However, applying standard LDP mechanisms in this setting results in severe utility degradation, as
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discussed in Chapter [8] This is primarily due to the division of the privacy budget across multiple

dimensions, which leads to a variance that grows exponentially with model size [83].

To address this challenge, several dedicated LDP mechanisms for high-dimensional FL have been
proposed. Wang et al. [89] introduced the Piecewise Mechanism (PM) for collecting numerical
data, which was later extended to the Hybrid Mechanism to handle mixed data types. Zhao et al.
[90] advanced this line of work by proposing the Three Outputs mechanism for scenarios with tight
privacy budgets, and PM-SUB, based on PM, for settings with larger budgets. Truex et al. [91]
proposed an alternative approach by discretizing each local parameter and applying the exponential
mechanism independently. These mechanisms were then used to perturb client-side updates, yielding

the LDP-FedSGD framework.

Sun et al.[71] pointed out that fixing parameter ranges is not realistic. They proposed an adaptive
LDP mechanism that adjusts to the weight ranges of different DNN layers, and added a shuffling
mechanism at the parameter level to anonymize the data source. Compared to model shuffling,
parameter shuffling is considered more effective against side-channel linkage attacks. This idea was

later reused in mechanisms such as Adaptive-Harmony [92] and SRR-FL [93].

The shuffling of DP was studied by Girgis et al. [94] [95] [06] who addressed the challenge of poor
learning performance in LDP by proposing privacy amplification through self-sampling and shuffling,
where the server no longer knows which client contributes at each step, thus avoiding coordination in
participant selection. Building on the same line of improving the privacy—utility trade-off, Wang et al.
[97] introduced RAFLS, an adaptive FL framework based on Rényi DP and the shuffle model. Unlike
Girgis et al., who focus on eliminating server knowledge of participation, RAFLS enhances utility by
applying layer-wise adaptive noise injection and mitigating privacy budget explosion via parameter

shuffling.

Another research direction focused on perturbing data inputs rather than parameters. Wang
et al. [67] treated each data sample as an independent user and applied local perturbation before
transmission, using the RAPPOR [98] mechanism to encode each feature with subsequent bit flips.
Chamikara et al. [66] followed a different approach: they first extracted feature vectors from local
datasets using convolutional and pooling layers of CNNs, flattened them into 1-D vectors, and then

applied unary encoding combined with RAPPOR [98] perturbation before uploading to the server.
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Table 3.4: Comparison of local differential privacy techniques in federated learning.

Work DP Level Contribution

[89] Parameter Proposed the first mechanisms tailored for high-dimensional FL (Piecewise
and Hybrid Mechanisms).

[90] Parameter Introduced the Three Outputs mechanism and enhanced PM into PM-SUB
for larger budgets.

[91] Parameter Developed LDP-FedSGD by discretizing parameters and applying the expo-
nential mechanism.

[71] Parameter Proposed adaptive layer-wise LDP with parameter-level shuffling to defend
against linkage attacks.

[92] Parameter Extended adaptive approaches with the Adaptive-Harmony mechanism for
improved privacy—utility tradeoff.

[93] Parameter Proposed SRR-FL, strengthening robustness against inference attacks.

[94, 95, 96] Parameter Introducing privacy amplification through self-sampling and shuffling of
LDP, removing server knowledge of client participation.

[97] Parameter combined Adaptive Rényi DP and shuffling with layer-wise noise to improve
utility and mitigate budget explosion.

[67] Input Applied perturbation at the raw data level using RAPPOR, treating each
data sample as a distinct user.

[66] Input Combined CNN-based feature extraction with RAPPOR perturbation to

reduce dimensionality before sharing.

3.3.3 Discussion

DP provides a formal framework to limit information leakage in FL, but its application exposes
fundamental trade-offs. In the centralized setting, the main limitation is the assumption of a trusted
server. If this assumption is accepted in real deployment, the global model may leak sensitive updates
before noise is applied. In the local setting, privacy is guaranteed against a malicious server, but at the
cost of severe accuracy degradation, especially in high-dimensional models where the privacy budget
must be divided across many parameters. Adaptive mechanisms, shuffling, and secure aggregation
mitigate this problem to some extent but either rely on unrealistic system assumptions or still incur
significant utility loss. Moreover, most existing works adopt relaxations of DP rather than pure DP.
As pointed out in [99, [100], these relaxations should not be considered as true DP since they introduce

vulnerabilities that make them prone to attacks.

These limitations motivate this thesis to avoid local DP because of the severe impact it has on utility.
Instead, we argue that trust assumptions can be reduced by combining central DP with cryptographic

techniques. Cryptography complements DP by protecting the confidentiality of updates during
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transmission and aggregation, preventing exposure of raw information. In addition, these techniques
can be used for trust by ensuring that the process was executed in the right way. When combined,
cryptography ensures that the server only observes protected aggregates, while DP guarantees that
even if we publish cleartext final model, no single client’s data can be inferred. This hybrid design
addresses the weaknesses of each approach in isolation and represents a promising direction for practical

privacy-preserving FL.

3.4 Cryptography Techniques for DP in FL

To strengthen privacy in FL, this thesis combines DP with cryptographic primitives. We focus on
two: Homomorphic Encryption (HE), which enables computation on encrypted data, and Additive

Secret Sharing (SS), which secures updates by splitting them into random shares.

3.4.1 Homomorphic Encryption

Homomorphic encryption is a cryptographic primitive that enables arithmetic operations to be
performed directly on ciphertexts without requiring decryption. The decrypted result is identical to

what would have been obtained if the computation had been carried out in plaintext.

Formally, an encryption scheme is said to be homomorphic with respect to an operation * if it

satisfies the following property:
E(m1) x E(mg) = E(mq *ma),

where E denotes the encryption algorithm and mi, mo € M, the message space.

Depending on the types and number of supported operations, HE schemes are classified as:

e Partially Homomorphic Encryption (PHE): supports a single operation (addition or multiplica-
tion) an unlimited number of times. Examples include the Paillier scheme [101] (additive) and

RSA[I02] (multiplicative).

e Somewhat Homomorphic Encryption (SWHE): supports both addition and multiplication, but

only for a limited number of operations.
e Fully Homomorphic Encryption (FHE): supports an unlimited number of both additions and
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multiplications. This became feasible after Gentry’s breakthrough to transform SWHE to FHE
in 2009 [103].

In this work, we only consider additive homomorphic encryption, since our use case is limited to
adding noise during aggregation. This choice is motivated by our interest on lightweight solutions in

terms of time and computation.

3.4.2 Additive Secret Sharing

In this work, we employ additive secret sharing, a simple and widely used variant of secret sharing.
The general notion of secret sharing was introduced by Shamir et al. [I04], where a secret is split into

multiple shares such that only authorized subsets of parties can reconstruct it.

Definition 3.4.1. Let x € R be a secret value. An additive secret sharing of x among n parties is a

tuple of real numbers (x1,xa,...,x,) € R"™ such that:
rT=x1+29+ -+, (3.2)
Each share x; fori=1,...,n—1 is drawn independently from a continuous distribution, and the final

share x,, is computed to ensure the equality holds.

This special case of linear secret sharing is frequently used in secure multiparty computation
protocols. Any subset of fewer than n shares provides no information about the original value .
One of the main advantages of additive secret sharing over real numbers is that addition and scalar
multiplication can be performed locally and directly on the shares. For example, let z and y be two
secret values shared as (z1,...,z,) and (y1,...,Yn), then the shares of the sum = +y can be computed
as:

(l’l +y177xn+yn)
3.4.3 Beyond Privacy: Trust and Verifiability

Privacy-preserving mechanisms such as DP and encryption ensure privacy but do not guarantee
honest participation or correct execution. In FL, for instance, a client may deviate from the protocol
or a server may manipulate aggregation results. It is therefore essential to highlight the need for

verifiability: participants must be able to prove the correctness of their actions without revealing
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private information. Zero-Knowledge Proofs (ZKPs) and commitment schemes provide such guarantees,

bridging privacy with trust.
3.4.3.1 Zero-Knowledge Proofs

Zero-Knowledge Proofs are cryptographic protocols that allow a prover P to demonstrate the
correctness of a statement x to a verifier V without revealing any additional information. Formally,

given = € L for some language L € NP, there exists a witness w such that (x,w) satisfies a relation R.
A ZKP must satisfy the following properties:
e Completeness: If x € L, then for a honest prover P, the verifier V accepts the proof .
e Soundness: If x ¢ L, then no dishonest prover P* can convince V to accept 7.

e Zero-Knowledge: The verifier learns nothing beyond the fact that z is true.

ZKPs can be broadly categorized into interactive and non-interactive proofs.

3.4.3.1.1 Interactive ZKPs. In interactive proofs, the prover and verifier exchange several messages.
A central class of interactive ZKPs are the Sigma protocols, which allow a prover to demonstrate

knowledge of a witness without revealing it (See Figure [3.2)).

commitment (a)

> g =

&

Figure 3.2: Sigma Protocols

-

&

challenge (e)

response (z)

The generic structure of a Sigma protocol consists of three moves:

1. Commitment: The prover selects random values and sends a commitment a to the verifier.
2. Challenge: The verifier sends a random challenge c.
3. Response: The prover computes and sends a response z, derived from the witness and challenge.
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The verifier then checks a predicate over (z, a, ¢, z) to decide acceptance. Sigma protocols naturally
satisfy completeness, soundness, and zero-knowledge, and form the basis of many practical interactive
ZK systems. In this thesis, a Sigma protocol is used to prove the FL process in Chapter |8 without

revealing additional information.

3.4.3.1.2 Non-Interactive ZKPs. Non-interactive proofs allow a prover to generate a single proof

that can be verified without further interaction (See Figure [3.3)).

Function , thxgc:on .
"ereateProof” veriryFroo
i 3 Get
1, Send L. Receive 4 Vert 5.
information /P J/ proof Pm:g the results

Non-Interactive oy
-— [ore)
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w 2, Serd Proof
\/er“\\o]gr

prover

Figure 3.3: Non Interactive Proof[105]

It is worth to say that we can transform a Sigma Protocol to a non Interactive setting by applying

the Fiat—Shamir heuristic [I06], where the verifier’s challenge is replaced by a cryptographic hash:

¢c=Hx [ a).

There are also non-interactive ZKPs by design. For instance, zk-SNARKs (Zero-Knowledge
Succinct Non-Interactive Arguments of Knowledge) are one of them and we will see their use to
provide proofs about the application of DP in Chapter [l zk-SNARKSs provide the following additional

guarantees:
e Succinctness: Proofs are short and can be verified in milliseconds.
e Non-Interactivity: A single proof suffices for verification.

In this work, we chose to use zk-SNARKs via ZoKrates[107] for their ease of use. However,

we acknowledge that other non-interactive zero-knowledge proof libraries exist and may offer more
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efficient solutions depending on the application. Many proof implementations build upon different
contributions from the literature. Grothl6 [I0§] remains the standard for minimal proof size and
fast verification, and is widely used in privacy-focused cryptocurrencies such as Zcash, although it
requires a trusted setup. Plonk [I09] and its descendants provide universal setup conditions, improving
flexibility. zk-STARKSs [110], as implemented in Cairo and Winterfell, are transparent and require no

trusted setup, while Bulletproofs [I11] are particularly well-suited for range proofs.
3.4.3.2 Pedersen Commitments

Pedersen commitments [I12] are cryptographic primitives frequently employed in zero-knowledge

proofs. They allow committing to a value while keeping it hidden, with the ability to reveal it later.

Definition 3.4.2. Let G be a cyclic group of prime order q, with generators g,h € G such that the
discrete logarithm logg h is unknown. A Pedersen commitment to a message m € Zq with randomness
r € ZLg 18:

C=g"h" eaG.
Pedersen commitments provide three important guarantees:

e Perfect Hiding: C reveals no information about m, even to an unbounded adversary.

e Computational Binding: Assuming the hardness of the discrete logarithm problem in G, it is

infeasible to open C' to two different values.

e Homomorphism: Commitments are additively homomorphic. Given C; = ¢g™*h™ and Cy =

g™2h"2 their product is a commitment to mi + ma:

C,Cy = gm1+m2 pritre
In the context of FL, we see the usage of Pedersen commitments in Chapter

3.5 Related Work

Research at the intersection of FL, DP, and cryptography has introduced a broad spectrum of
protocols to improve privacy and trust (See Table [3.5)). A natural way to distinguish these works is
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whether they include verification protocols or not. In this section, we give a high-level overview of

selected recent contributions.

Table 3.5: Comparison of existing FL privacy and trust solutions ordered by publication year.

LP: Local model Privacy, GP: Global model Privacy, RV: Real-time Verifiability, AV: Aggregation
Verifiability, TV: Training Verifiability, DPV: Differential Privacy Verifiability, STA: Server Trust
Assumption, CTA: Client Trust Assumption (H: Honest, HbC: Honest-but-Curious, Ma: Malicious),
TA: Need for Trusted Authority or auxiliary nodes.

Work Year LP GP RV AV TV DPV STA CTA TA
Xu et al. [113] 2019 Vencrypted v 1dp X X X X HC Ma V
Heikkild et al. [114] 2020 v jasked v cdp X X X X Ma Ma V
Wang et al. [115] 2020 Vidptss Vidp X X X X HC H v
Xu et al.[116] 2020 v masked X v v X X HyC HWC Vv
Gu et al. [117] 2021 Vss v cdp X X X X HbC Ma X
Guo et al.[118] 2021 vV inasked X v oV X X HvC HbC Vv
Sébert et al. [119] 2022V encrypted v cdp X X X X HyC HC x
Ren et al. [120] 2022 Venerypted X v v X X Ma Ma V
Eltaras et al. [121] 2023 vV nasked X v v X X HvC HWC
Zhang et al. [122] 2025 Vss V cdp v v v v HC Ma Vv
Korkmaz et al. [123] 2025  Vpeyidp  Xpartisl—dp X X X X HvC HLC X
Chen et al.[[2] 2025 v masked x VY v x x  HC HWC x
Bellachia et al.[I25] 2025 v 1dp v 1dp v v Y X Ma  Ma X

3.5.1 Without Protocol Verification

The first class of approaches focuses on protecting privacy without enforcing protocol verification,

typically by combining DP with cryptographic primitives such as secure aggregation.

3.5.1.1 CDP Based

In the centralized DP setting (CDP), most solutions rely on secure aggregation combined with

encryption or secret sharing to preserve model accuracy while enforcing privacy

Heikilld et al. [I14] proposed a cross-silo FL protocol that integrates distributed CDP with additive
HE. Clients encrypt their local updates, which are then aggregated under encryption, with DP noise
added on the server side. However, the scheme introduces heavy cryptographic overhead and remains

vulnerable if the server behaves maliciously.

To improve efficiency, Gu et al. [I17] replaced homomorphic encryption with additive secret sharing

44



3.5. RELATED WORK

across two non-colluding servers. Noise is distributed across two non-colluding servers, reducing cost
compared to HE. Yet, the assumption of perfect non-collusion is unrealistic, as server misbehavior

remains unverifiable.

Sébert et al. [I19] identified a more subtle limitation of HE-based designs: because homomorphic
encryption typically requires fixed-point arithmetic, Gaussian noise is distorted when rounded, under-
mining the guarantees of DP. Alternative discretized noise mechanisms, such as binomial, are difficult
to extend to high-dimensional settings. To address this, they proposed a stochastic quantization
operator that preserves the expected DP guarantees, and then performed homomorphic aggregation

on the quantized values.

3.5.1.2 LDP Based

In contrast, LDP approaches shift the privacy burden to clients by adding noise before cryptographic

protection, thereby removing the need to trust the server but often sacrificing utility.

Xu et al. [I13] introduced HybridAlpha, a dropout-resilient FL framework where clients perturb
their updates with LDP noise before encrypting them using Functional Encryption. In functional
encryption, the server has only the possibility to learn the result of the aggregation but not the input.
Functional encryption hides raw updates, but per client LDP causes severe accuracy loss. The protocol

still assumes a semi-honest server, leaving it exposed to stronger adversaries.

To improve the utility of LDP, Wang et al. [I15] developed the Private Encrypted Oblivious Shuffle
protocol, which belongs to the shuffle model of DP. In this protocol, clients perturb their updates
locally, split them into secret shares, and then encrypt them before submission to a network of shufflers.
The shufflers obliviously shuffle the data before aggregation. Collusion is mitigated if at least one

shuffler is honest, but reliance on external shuffiers adds deployment barriers and reduces scalability.

A recent work, Korkmaz et al. [123] proposed a selective hybrid scheme in which only a fraction of
model parameters are encrypted via homomorphic encryption, while the remainders are perturbed
with LDP. This design reduces the cost of full encryption but weakens global protection, since non DP

weights remain vulnerable to inference attacks.

In summary, existing solutions present a set of trade-offs that are still unresolved. Approaches

based on distributed DP combined with homomorphic encryption aim to provide secure aggregation,
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but they introduce significant computational overhead. Moreover, the alignment with DP is not
straightforward: relaxations are often needed under modular arithmetic, which complicates both the
guarantees and their interpretation. Centralized solutions, on the other hand, place both the noise
addition and the aggregation in the hands of the same party, effectively reducing the problem to an

assumption of honesty that is difficult to verify in practice.

LDP-based mechanisms eliminate the need to trust the server by injecting noise locally before
cryptographic protection is applied. While this enforces privacy guarantees, it comes at the price of
severe utility loss, since each client perturbs its update independently. Hybrid designs lower costs by
combining partial encryption with local noise, but protection is incomplete: unprotected parameters
remain exploitable. Even when more advanced primitives like functional encryption are considered, as
in HybridAlpha, the approach remains inefficient, especially when the goal of the attacker is to target

specific participants.

Taken together, these limitations highlight a critical gap. Current mechanisms create tradeoff
between privacy and utility, and offer no systematic way to enforce honest behavior from servers and

clients.
3.5.2 With Protocol Verification

A complementary direction introduces protocol verification, aiming to ensure that aggregation is

performed correctly and honestly rather than relying solely on semi-honest assumptions.
3.5.2.1 Without DP

Research on verifiable aggregation in FL has evolved through several protocols that trade off
efficiency, trust assumptions, and robustness. Xu et al. [I16] introduced VerifyNet, a secure aggregation
protocol combining double masking with verifiable computation. Aggregation integrity is proven via
homomorphic hashes. Guo et al.[118] identified that the VerifyNet is communication inefficient and
they propose to reduce that by replacing expensive primitives with linearly homomorphic hashes
and commitments. While this improves efficiency, it still assumes a semi-trusted server and remains

vulnerable to inference attacks from the global model.

Ren et al. [120] revisited both VerifyNet and VeriFL, identifying vulnerabilities in scenarios

involving server-user collusion. They proposed a protocol that combines LWE-based encryption,
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homomorphic hashing, and double masking to secure both local and global updates against malicious
servers. However, their verification mechanism is only executed after training completes, delaying

detection of misbehavior and limiting applicability in real-time adversarial settings.

Eltaras et al.[I2I] proposed a lightweight MPC-based aggregation protocol that outsources random-
ness generation to auxiliary institutions such as hospitals or banks. This approach avoids reliance on
a central authority and improves efficiency compared to HE-heavy designs. However, it reintroduces
dependence on external trusted entities. Chen et al. [124] extended this work to enhance robustness
with protocol that integrates single masking, digital signatures, and timestamps to handle client

dropout and collusion.

Overall, while these works advance the efficiency and verifiability of secure aggregation, they
largely overlook protection against inference attacks launched against local and global model making
them less efficient against a curious adversary. Without DP, the global model itself remains a leakage

channel, which highlights a fundamental limit of these approaches.

3.5.2.2 With DP

More recent research proposed in parallel to our work attempts to unify DP, FL, and verifiability

within a single framework, addressing the limitations of earlier approaches.

Bellachia et al. [125] introduce VerifBFL, a recursive zk-SNARKSs framework based on Nova [126]
that provides verifiability of both local training and server aggregation. Proofs are stored on-chain
for auditability, but there is no mechanism to prove that DP noise was actually applied. Privacy is
assumed but not verifiably enforced, which leaves the system vulnerable to clients who bypass or

weaken the DP mechanism while still producing valid proofs of training.

Zhang et al. [122] point to the incompatibility between Byzantine-resilient aggregation and DP noise
injection. To address this, they propose a two-layer architecture with secondary servers, separating
Byzantine detection from DP enforcement. Their Noise-Immune Shamir Secret Sharing protocol,
based on Pedersen commitments, enables verifiable noise addition, ensuring that central DP is provably
enforced without breaking robustness guarantees. The server is modeled as honest-but-curious, while
some secondary servers and clients may be malicious, which motivates the use of verifiability at

each stage. Although aggregation is not accompanied by a formal zero-knowledge proof, the use of
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commitments allows the aggregator to check consistency of shares, Byzantine filtering, and DP noise,

thereby keeping aggregation within the scope of verifiability.

Both works use verifiability but restrict it to local DP in their solutions. As a result, they either
suffer from reduced model utility due to local DP or from stronger trust assumptions ignoring malicious

servers.

3.6 Conclusion

In this chapter, we provided an analysis of privacy and trust enhancing mechanisms in the context
of Federated Learning. We first revisited the foundations of DP, highlighting its strengths as a formal
guarantee and its limitations when applied in isolation. Central DP can provide more accurate
models but depends heavily on the honesty of the server. Local DP, on the other hand, removes this
dependency by shifting noise generation to the clients, but at the price of a severe degradation in

utility. This trade-off between accuracy, trust, and practicality is one of the core tensions in the field.

We then explored how cryptographic techniques such as Homomorphic Encryption and Additive
Secret Sharing can complement DP. Homomorphic Encryption enables computation over encrypted
data, thus preventing the server from accessing sensitive updates, but its computational overhead
and precision issues limit real-world scalability. Secret Sharing offers a more lightweight solution but

actual solutions need heavy secure multi party computation to combine the results.

Beyond privacy, we examined mechanisms designed to enhance trust and verifiability. Zero-
Knowledge Proofs, Pedersen commitments, and related techniques allow participants to verify the
correctness of operations without revealing sensitive information. While promising, most existing
protocols rely on simplified adversarial models and doesn’t consider the verification of DP in a federated

learning setting.

Taken together, these findings point to the need for combined approaches that move beyond
isolated techniques. The integration of DP with lightweight cryptographic protocols and verifiability
mechanisms appears as the most promising avenue to achieve robust guarantees without compromising
model performance or usability. Such an approach would not only mitigate information leakage from
gradients but also provide participants and regulators with tangible proofs of compliance, closing the

gap between theoretical guarantees and regulatory requirements.
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This analysis sets the stage for the next part, where we introduce our contributions that build
upon these insights. By carefully combining differential privacy, cryptography, and verifiable protocols,
we aim to design a solution that reduces trust assumptions, ensures verifiable privacy enforcement,

and remains practical for real-world federated learning deployments.

Key Takeaways

e Differential Privacy provides formal guarantees but suffers from trade-offs between utility

and privacy.

e Cryptographic Techniques protect updates only if they are not decrypted (combined if

secret sharing).
e Differential Privacy is the only solution to protect leakage from published updates.

e The honesty of the central server is often assumed without any formal proof or verifiable

guarantee.
e No single technique solves privacy, trust, and utility together.

e Differential Privacy is difficult to integrate with cryptographic protocols, as DP mechanisms

are not naturally compatible with modular arithmetic.

e Verifying DP is inherently hard, since the randomness of the noise makes it difficult to

prove that the mechanism has been correctly applied.

e Integrating Differential Private FL, cryptography, and verifiability is a promising direction

to protect data from all the parties.
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4.1. INTRODUCTION

4.1 Introduction

This chapter is primarily based on our work “Privacy Preserving Federated Learning: A Novel
Approach for Combining Differential Privacy and Homomorphic Encryption”, published at the Inter-
national Conference on Information Security Theory and Practice (WISTP 2024) [127]. While the
core methodology is drawn from that work, here we extend the analysis with additional evaluations
and broader discussions to situate this contribution within the overall context of the thesis. This work

is mainly driven by two motivations.

First motivation. As discussed in Chapter [3] model updates in federated learning remain the
primary attack vector: both client updates and the aggregated global model must be protected against
adversaries. DP is the only mechanism that can protect the global model from inference attacks,
but in the CDP setting the two configurations used in the literature are unsatisfactory. In the first,
the aggregator itself adds DP noise; however, a curious aggregator could remove or neutralize that
noise after aggregation, leaving the global model unprotected. In the second, decentralized noise
is combined with secure aggregation, which removes the single point of trust but introduces major
practical challenges. Secure aggregation requires each client to establish pairwise keys with all others,
leading to significant communication overhead; if a client drops out after masking, the cancellation of
masks fails. While secret sharing can mitigate this, it adds further complexity. Moreover, when DP is
applied, it is crucial to pay attention to the noise generation process. Poorly chosen randomness may
produce correlated or duplicated noise streams due to the use of pseudo-random number generators,

undermining privacy guarantees.

Our contribution addresses this challenge by decoupling aggregation and noise addition, while
enforcing anonymization. This is achieved through a three-entity architecture composed of clients, a
shuffler, and an aggregator. In this design, no single party can access raw updates. We accomplish
this by creating a homomorphically encrypted tunnel for DP manipulation, preventing the aggregator

from observing unprotected updates.

Second motivation. The second motivation comes from the LDP setting, which can be amplified
by shuffling, thereby breaking the link between clients and their randomized updates. Erlingsson et al.
[62] formalize strong amplification using Theorem (Theorem 7 in their work). However, they

note:
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"The proof of Theorem 7 relies crucially on shuffling the data elements before applying
the local randomizers. However, implementing such an algorithm in a distributed system
requires trusting a remote shuffler with sensitive user data, thus negating the key advantage

of the LDP model.”

They further proved that it is possible to design a system in which amplification holds even if reports
are randomized before shuflling, as formalized in Corollary (Corollary 9 of their work). The
problem with this corollary is that it applies only if the number of clients > 1000, 0 < g9 < 1/2, and
d < 1/100, which limits the applicability of this amplification. In this work, we propose to rely directly

on the original theorem to achieve stronger and more general amplification.

In short, combining HE with DP in this system protects updates from the central server and other
participants through DP noise, while simultaneously safeguarding data against the shuffler through

HE.

4.2 System Design

Building on the motivations outlined above, we now describe the overall architecture of our

framework.

4.2.1 High-Level Architecture

The proposed system introduces a three-entity architecture composed of clients, a shuffler, and
an aggregator. Fach entity has a distinct role and operates under the principle of separation of
responsibilities to minimize trust in any single party. Clients perform local training, clip their model
updates to bound sensitivity, and encrypt them using an additive homomorphic encryption scheme
before transmission. The shuffler receives only encrypted updates: it permutes their parameters to
anonymize contributions and homomorphically adds calibrated DP noise, without ever accessing the
plaintext values. The aggregator receives the noisy and shuffled ciphertexts, decrypts them, and
applies an aggregation strategy to produce the global model. Figure |5.1| summarizes the interactions

between the three entities and the trust boundaries that separate them.
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Figure 4.1: High-level architecture
4.2.2 Threat Model and Assumptions

The system is designed to protect against adversaries attempting to extract sensitive information
from model updates during the federated learning process. Our focus is therefore on mitigating
inference and reconstruction attacks targeting either the individual client updates or the aggregated
global model. Other forms of adversarial behavior, such as poisoning or Byzantine faults, are considered

out of scope for this contribution.

We assume adversaries can be either outsiders or insiders. Outsiders can be easily prevented by
providing secure channels for all communications using encryption. On the other hand, insiders are

participants in the learning process. The insider roles include:

e The Aggregator is honest in performing the aggregation but curious in analyzing the received
updates. If it gains access to the exact DP noise values, it may attempt to remove or neutralize

them to recover raw updates.

e The Shuffler is honest in executing shuffling and noise addition but curious about the updates it

processes.
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e Clients are honest in following the protocol: they train locally, clip their updates, encrypt them,

and send them to the shuffler.

We assume that all communications between entities are secure. The public key of the aggregator is
correctly distributed to all clients during setup. Static keys are used in this work, while in practice they
should follow best practices. Finally, we assume no collusion between the shuffler and the aggregator,
which is essential to ensure that no single entity can both access raw updates and remove the injected

noise. This will be discussed more in the deployment aspects in Section

4.2.3 Workflow Overview

At a high level, the workflow of this system is organized into three phases: local preparation by
clients, perturbation and anonymization by the shuffler, and aggregation by the server. Algorithm 1

summarizes these steps.

Algorithm 1 HE + Parameter Shuffling with Centralized DP Noise

Require: Clients {1..n}, number of rounds 7', public key pk, secret key sk (aggregator)
Ensure: Global model w(T)

1: for t =1to T do

2:  Client :

(®)

3: Train local model and compute update w;

4: Clip update to ngt)Hg <C

5: Encrypt update cgt) = Encpk(wgt))

6: Send cl(-t) to shuffler

7:  Shuffler:

8: Sample noise vector z ~ N(0,02)

9: Encrypt noises e = Encpi(2)
10: Compute encrypted noisy updates cr(fgisy =c®@e
11: Shuffle {cfltgisy} across clients by parameter
12: Forward shuffled noisy ciphertexts to aggregator
13:  Aggregator:
14: Decrypt ngisy with sk
15: Aggregate decrypted noisy updates using FedAvg
16: Update global model w(t+1)

17: end for

Key Management. In this system, the aggregator is responsible for generating the HE key pair
(pk, sk). The public key pk is distributed to all clients and to the shuffler, enabling them to encrypt
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model updates or noise contributions, while the secret key sk remains exclusively with the aggregator.
This setup ensures that only the aggregator can decrypt ciphertexts, whereas the shuffler can add
noise homomorphically without learning raw updates. For the scope of this work we assume a static
key pair securely generated and distributed at initialization. However, in practice, public keys must

be authenticated and the secret key must be protected using standard security practices.
Local Preparation

Each client trains a local model on its private data during a federated round. To ensure the
updates are compatible with differential privacy, they are first clipped to a fixed bound. This clipping
is essential for calibrating differential privacy noise by bounding the sensitivity. The updates are then

encrypted with an additive homomorphic encryption scheme based on the previously generated key.

Because the shuffler only receives ciphertexts, it cannot inspect or infer sensitive information
from the updates. At the same time, the homomorphic property allows the shuffler to manipulate
ciphertexts without decryption. This provides a clear separation between data possession and data

readability.
Perturbation And Anonymization

The shuffler is responsible for sampling noise vectors, encrypting them under the same public key,
and combining them homomorphically with the encrypted updates. Importantly, the shuffler does not

hold the secret key and therefore cannot decrypt client updates.

Noise can be incorporated either through LDP or through distributed CDP mechanisms. It is
important to note that these two approaches do not provide the same level of protection. In both
cases, if models are forwarded directly to the server, the server may still attempt to extract sensitive
information by tracking updates across multiple federated rounds. For instance, it could cluster models
to distinguish a particular user based on the magnitude of their weights or the accuracy of their local

model.

To mitigate this risk, we introduce parameter-wise permutation across client updates (see Figure
4.2). Instead of forwarding each client’s update as a whole, the shuffler reorders parameters so
that contributions cannot be directly attributed to specific clients. Unlike approaches that shuffle

entire models or layers, this strategy breaks the link not only between users and their models, but
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also between parameters and their original sources. The aggregated model remains functional, but

individual contributions are anonymized.

Model 2

P21 Pz2a

P21 | P2z | Pas ——Parameter Shuffling— Model 2' P12

Figure 4.2: Example of Parameter Shuffling

Noise Calibration

The noise can be calibrated to offer LDP or CDP guarantees. The sensitivity of the updates is
fixed based on the clipping used in the previous section. In the two cases the noise behaves in the same
way. For example, using the Gaussian noise, for each parameter and each client, we draw independent

samples from N (0, U?). When aggregated, the noise follows the standard Gaussian property:

> N(0,07) ~ N (0,2&) .

So, we should calibrate the noise in a way that the variance across the process reaches a target
value agarget =Y, 02. This way we reduce the total amount of noise, while never giving the central
entity direct access to the data. The privacy guarantee still holds thanks to the post-processing

property of DP.

After that, the aggregator decrypts the received ciphertexts using its secret key and performs

secure aggregation following an aggregation strategy.

4.3 Evaluation

The evaluation of the proposed system is divided into two parts. The first is a theoretical analysis
covering the complexity and effective privacy guarantees. The second is an experimental validation

focusing on the convergence of the global model.
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4.3.1 Theoretical Analysis

The theoretical analysis covers the system complexity, the calibration and amplification of DP

noise, and the effectiveness of parameter-wise shuffling.

System Complexity

A key consideration in federated learning protocols is the system overhead introduced by privacy-
preserving mechanisms. Table compares plaintext aggregation, secure aggregation, and homo-
morphic encryption. We denote by n the number of participating clients and by P the number of
model weights. Plaintext aggregation has linear cost in both n and P but provides no privacy. Secure
aggregation adds a quadratic term in n due to pairwise mask exchanges. This cost is negligible for
large P but can dominate when P is small, since mask size does not depend on the model dimension.
Homomorphic encryption preserves linear complexity but introduces a = 128x ciphertext expansion,
making it the most bandwidth-intensive option. In practice, HE dominates for large models, while

secure aggregation may be more costly for very small models and large client populations.

Table 4.1: Per-round communication overhead of different schemes.

Scheme Communication Overhead Complexity
Plaintext n x P x 4 bytes O(nP)

Secure Aggregation n x P x4 + n(n —1) x 32 bytes O(nP) + O(n?)
HE-2048 (Ours) n x P x (512 + 4) bytes O(nP)

DP Noise and Amplifications

The analysis in this section is based on the relation between the variance of the aggregation and
the equations in Section [3.2.3] With this design, amplification can be achieved by subsampling in
the central DP setting and by shuffling in the local DP setting. Figures and illustrate how
amplification affects the relation between the Gaussian noise standard deviation ¢ and the privacy

budget €.

In the central model (Figure [4.3), subsampling clearly reduces the privacy cost. The smaller the
participation rate, the larger the gain. For example, with 10% of the clients (¢ = 0.1), the noise needed

to achieve the same ¢ is much lower compared to full participation. Increasing ¢ weakens this effect,
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but the overall benefit remains significant.

Central DP (Gaussian): Privacy vs Noise — Subsampling Amplification
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Figure 4.3: Relation between privacy budget and noise deviation in CDP with subsampling amplifica-
tion.

In the local model (Figure , amplification through shuffling depends on the number of clients.
Without shuffling, the variance of the noise is high, leading to reduced utility. As the population
grows, amplification strengthens and the effective noise quickly decreases for the same privacy budget.
Large-scale deployments therefore benefit naturally from this effect. However, amplification in this

case is only valid for € < M as stated by Erlingson et al.[62].

Local DP (Gaussian): Privacy vs Noise — Shuffling Amplification

1.4 —— LDP Gaussian — no amplification
LDP Gaussian with Shuffling (n=10,000, 6=1e-06)
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Figure 4.4: Relation between privacy budget and noise deviation in LDP model with shuffling
amplification.
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Parameter Shuffling Analysis

When parameters are permuted independently across clients, reconstructing a full client updates
reduces to selecting one value from each of the d parameter columns. This gives n¢ possible candidate
vectors, of which exactly n correspond to true clients. The brute-force effort scales as n¢ trials; with

evaluation speed R candidates per second, the expected time is

d
n

T = — d
7 seconds

For example, with n = 10 clients and d = 100 parameters, exhaustive search requires approximately
10°! seconds at 10? trials per second, making brute force infeasible. For more realistic deep learning

models with thousands or millions of weights, the search space becomes astronomically large.

4.3.2 Experimental Validation

Evaluating the proposed design at scale quickly becomes infeasible due to the high computational
cost of homomorphic encryption. Using 2048-bit keys on the machine available for our experiments,
a single training round with only two clients required around 600 seconds for the considered CNN
model. This overhead made it impractical to extend the evaluation to larger client populations or more
complex models. For this reason, the experimental analysis focuses mainly on convergence behavior
under different privacy settings, while runtime and communication overhead are discussed theoretically

in the previous section.

Simulations are conducted using the FEMNISTE] dataset using a CNN with two convolutional layers,
one fully connected layer, and a softmax output. This deep learning architecture is commonly used
in the literature[I19]. The Gaussian mechanism is applied with § = 1075 and clipping bound C = 1,
while € is variable. The implementation is based on PyTorch and Flower with Paillier encryption, and

shuffling is simulated using Python libraries.

Figure shows accuracy over rounds. With moderate noise (¢ = 0.05), the model converges
close to the non-private baseline. Higher noise (0 = 0.1) slows convergence and lowers final accuracy.
Under the LDP setting, convergence does not improve with additional rounds, confirming the limits of

LDP in this context.

"https://huggingface.co/datasets/flwrlabs/femnist
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Figure 4.5: Impact of the number of rounds on accuracy

Table reports the effect of the client population. With ¢ = 0.05, about 50 clients are sufficient

to reach baseline accuracy, while with o = 0.1 at least 100 clients are needed.

Table 4.2: Accuracy vs. number of clients

Clients o0 =0.05 o=0.1 NoDP

12 0.08 0.19 0.52
20 0.13 0.07 0.53
20 0.59 0.07 0.62
100 0.64 0.55 0.61
150 0.73 0.58 0.60

4.4 Discussion and Limitations

The proposed design reduces the trust required in federated learning by separating responsibilities
between clients, a shuffler, and an aggregator. Unlike secure aggregation protocols that rely on pairwise
masking and are fragile under client dropouts, our approach leverages homomorphic encryption and
differential privacy to prevent any single entity from accessing raw updates or removing the injected
noise. The shuffler introduces anonymity and enables amplification through shuffling, while the
aggregator remains limited to decrypting noisy updates and computing the global average. This

architecture therefore achieves strong privacy guarantees with lower protocol complexity than existing
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secure aggregation schemes based on masking.

The main cost of this design lies in implementation complexity and computational overhead.
Homomorphic encryption introduces ciphertext expansion and additional computation at the client,
shuffler, and aggregator. While encryption and decryption are standard operations, the extra burden
comes from the shuffler, which must perform homomorphic additions, generate noise, and randomize
contributions. These costs are acceptable in small to medium-scale deployments, but scaling to very
large models remains challenging. A second critical issue is the placement of the shuffler: privacy
guarantees depend on the non-collusion assumption between the aggregator and the shuffler. The

following aspects are essential for secure deployment:

1. Independence: The shuffler must operate independently of the aggregator. This reduces collusion
risk and enforces separation of trust. Deployment inside a Trusted Execution Environment

(TEE) and external certification can further guarantee its neutrality.

2. Randomization: The shuffling algorithm must introduce sufficient randomness to prevent the

aggregator or adversaries from inferring the order of contributions.

3. Scalability: The shuffler should scale with the number of clients, ensuring that computation and

communication remain efficient in large deployments.

4. Auditability and Transparency: Operations of the shuffler must be auditable, allowing external

verification and fostering trust among participants.

5. Authentication and Authorization: Strong authentication and strict access control are required

to prevent unauthorized interaction with the shuffler.

6. Resilience and Fault Tolerance: The shuffler must tolerate faults and attacks, with mechanisms

to continue or recover operation under adverse conditions.

7. Legal and Regulatory Compliance: The shuffler must comply with privacy laws and data
protection regulations. Certification under recognized frameworks strengthens its legitimacy and

acceptance.

In practice, several deployment options can be considered for the shuffler. One possibility is to

operate it under a governmental or regulatory authority, which may strengthen independence and

64



4.5. CONCLUSION

ensure compliance with privacy laws. However, governments may lack the infrastructure to support
such a service. Alternative options include consortium-based shufflers operated jointly by stakeholders,
independent certification authorities, or implementations within TEEs, each of which provides a

different balance between trust, scalability, and practicality.

Limitations

Despite its advantages, the design has clear limitations. First, the threat model assumes honest-
but-curious adversaries and does not address poisoning or Byzantine behavior, which would require
the addition of robust aggregation methods. It also assumes that the server behaves honestly in
the aggregation step, but provides no mechanism to verify its actions, leaving the process without
guarantees of verifiability. Second, key management is simplified to static keys, while real deployments
demand applying best practices such as key rotation and revocation. Third, the computational and
communication cost of homomorphic encryption remains high and prevents the system from scaling
to large models, even if optimizations or hardware acceleration can reduce the burden. Fourth, the
use of the standard Gaussian mechanism for differential privacy is another limitation, since it is not
fully compatible with homomorphic encryption and points to the need for noise-generation methods
adapted to encrypted domains as stated in Chpater [3] Finally, the shuffler remains a single point of
availability, since its failure or compromise would disrupt the system, making redundant or distributed

designs more appropriate in practice.

4.5 Conclusion

This chapter presented a federated learning framework that combines homomorphic encryption,
shuffling, and differential privacy to reduce the trust required in the central aggregator. By separating
aggregation, anonymization, and noise addition, the design prevents any single entity from accessing
raw updates or removing the injected noise. Theoretical analysis showed that the framework preserves
linear complexity while benefiting from privacy amplification through subsampling and shuffling.
Experimental results confirmed that the model converges under moderate noise with sufficient client

participation, but also highlighted the performance cost of homomorphic encryption.

Despite these guarantees, the approach has clear limitations. The threat model assumes honest-
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but-curious participants and does not address poisoning or Byzantine attacks. Noise is added using
the standard Gaussian mechanism, which is not fully compatible with encrypted computation. Most
critically, the computational overhead of homomorphic encryption makes the system impractical for
large models or large client populations. The shuffler also remains a single point of availability, and its

deployment in practice would require strong guarantees of independence and trust.

This contribution should therefore be regarded as a proof of concept, demonstrating the feasibility
of combining HE and DP to reduce trust in federated learning, rather than a system ready for
deployment. Its limitations in scalability motivate the exploration of lighter-weight alternatives in
Chapter [8, while the lack of verifiability motivates the exploration of cryptographic proofs, which is
the focus of Chapter

Key Takeaways

e The proposed solution makes curious adversaries ineffective by combining HE, DP, and

shuffling.

e The design assumes honest behavior of the entities in the process. These assumptions are

strong and deserve further discussion.

e Experiments show convergence under moderate noise, encouraging the use of privacy

amplification in DP and having many participants.

e The solution supports two kinds of amplification: Amplification by Subsampling and

Amplification by Shuffling.

e The solution reduce the need to establish pairwise keys between clients eliminating the

risk of clients dropout.

e Amplification by shuffling is achieved under the general solution for any € and any number
of clients, unlike the original work[62] that required 0 < ¢ < 0.5 with more than 1000

clients.

e This solution should be seen as a proof of concept. Its scalability limits motivate the

exploration of lighter alternatives in later chapters.
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5.1. INTRODUCTION

5.1 Introduction

This chapter is mainly based on our publication "Enhancing Trust in Central Differential Privacy
using zk-SNARKSs and Cryptographic Hashes”, presented at the International Conference on Advanced
Information Networking and Applications (AINA 2025) [128]. While the original work was developed
in a general scope, this chapter extends the discussion by exploring how the proposed framework can

be adapted to the federated learning context.

First motivation. As discussed in Chapter 3| DP provides a formal and well-established mechanism
for limiting information leakage. Its practical deployment often depends on assumptions of trust that
are difficult to justify in real systems. In the CDP setup, the server is responsible for adding noise
according to the declared privacy budget e. However, real-world implementations frequently relax
these guarantees to maintain higher utility [129, 99, [100]. More critically, a profit-driven server can
intentionally manipulate the noise generation process: it may reduce or clip the noise to improve
model accuracy, adjust the privacy budget € to alter the noise scale, or even bypass the agreed noise
mechanism altogether. Such manipulations directly weaken privacy and remain undetectable without
verifiable enforcement. Without transparency or cryptographic proof, users must therefore rely entirely
on the server’s honesty. This situation motivates the need for mechanisms that can verify compliance

with declared privacy parameters.

Second motivation. Current approaches [130} 131l 132] for auditing differential privacy systems
are insufficient to establish trust. As stated by Shamsabadi et al. [I133], post-hoc auditing techniques
can reveal violations but cannot guarantee correctness. They rely on partial access to model updates,
leak additional information, and require substantial computational effort. These methods provide only

lower bounds on privacy loss and cannot certify that a claimed privacy guarantee truly holds.

Third motivation. Establishing verifiability through cryptographic proofs is far from straightforward.
Noise generation involves arithmetic over continuous or large integer domains, while most zero-
knowledge proof systems operate over finite fields with modular constraints. These challenges make
the direct translation of privacy-preserving mechanisms into verifiable statements non trivial. Recent
research has explored the integration of ZKPs into DP mechanisms to provide verifiable privacy
guarantees [134), (135, [136]. These works demonstrate the potential of cryptographic proofs and

commitments to verify that the injected noise complies with declared privacy parameters. However,
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most of these approaches focus on simplified mechanisms such as randomized response [134. [136] for
LDP or binomial noise generation [135] for CDP. Table provides a comparative overview of similar
studies combining DP and ZKPs. The comparison highlights differences in the DP setting, proof

interactivity, noise mechanisms, and the resulting computational or communication overhead.

Table 5.1: Comparison of Privacy-Preserving Mechanisms Combining DP and ZKPs

Work DP Setting Type of ZKP Noise Mechanism Comments

[134) LDP Non-Interactive Randomized Response No Experiments

[135] CDP Interactive Binomial Communication/Computation Overhead
[136] LDP Non-Interactive ~Randomized Response Only for binary queries (not extensible)
Ours CDP Non-Interactive Discrete Laplace -

These limitations emphasize the need for a verifiable approach to CDP in which the noise generation
process itself is subject to cryptographic proof. In this work, we design a framework that integrates
zk-SNARKSs and cryptographic hashes to provide non-interactive verification that the correct noise
was applied, based on unbiased randomness and consistent parameters. This verifiability ensures that
both clients and data owners can confirm that the declared privacy guarantees have been honestly

enforced, without relying on external audits or post-hoc inference.

5.2 System Design

Building on the motivations outlined above, the goal is to make the noise generation and application
process in CDP verifiable through cryptographic proofs and without disclosing more information about

the data.

5.2.1 High Level Architecture

The proposed framework extends the laplace mechanism for CDP model by integrating verifiable
computation components. It introduces a cryptographically verifiable workflow in which each privacy-
preserving operation is accompanied by a zero-knowledge proof attesting to its correctness. The
proposed system relies on a three-entity architecture composed of data owners, a server, and a client.
Each entity plays a specific role and the responsibilities are separated to avoid placing full trust in a

single party. Data owners validate queries against a predefined set of allowed operations and provide
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the data needed for computation. The server executes the validated queries, generates Laplace noise
in a distributed maneer, and generates proofs using zk-Snarks to certify the correctness of both the
query processing and the noise generation. The client receives only the final noisy output along with

the corresponding proofs, which can be publicly verified without access to the raw data.

This design ensures that data owners control what queries are allowed, the server performs
computation without being blindly trusted, since every step is verifiable, and the client and data
owners can independently check compliance with differential privacy guarantees. Figure [5.1] shows the

interactions between these entities.

«{-+--) Query and DP results
Server with

DP Engine
System Setup:
Permissible Queries

DP Params (g,5)
DP Mechanism

<= Data request and reply

Data Provider 1 Data Provider 2 Data Provider (n-1) Query Client

Figure 5.1: High Level Architecture

5.2.2 Threat Model and Assumptions

The system is designed to protect against adversaries attempting to weaken or bypass differential
privacy guarantees during data processing. The main focus is on preventing a malicious server from
tampering with noise generation or misreporting privacy parameters, as well as ensuring that data
owners and the client can verify the integrity of computations. Other adversarial behaviors such as

data poisoning, model poisoning, or Byzantine faults are outside the scope of this work.

We assume the following adversarial behavior and trust assumptions:
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1. The Server is profit driven and may act maliciously. It is responsible for executing queries and
generating noise, but it might misreport privacy parameters, reduce or skip noise addition, or

tamper with query results. Its behavior must therefore be verifiable by external parties.

2. Data Owners are honest. They validate queries against a predefined set and provide their data.

They do not collude with the server or the client.

3. The Client is curious and potentially malicious. It may attempt to learn more than intended
from the noisy results of the server. It may also try to submit unauthorized queries in order to
manipulate the process or infer private information. However, the client must not collude with
the server, since such collusion would break the separation of responsibilities that ensures both

privacy and verifiability.

We assume that commitments are published on an append-only public board accessed by all parties.
We assume, also, that all communications between entities are encrypted. Proving and verifying
keys for zk-SNARKSs are established through a secure multi-party computation setup, preventing
the existence of a single trusted party. The absence of collusion between the server and the client is

essential, as their cooperation would eliminate all verification guarantees and expose raw data.

5.2.3 Detailed Workflow and Proof Generation

We first describe the operational workflow, which is devided into four stages: query submission
and validation, noise generation, data transmission and processing, and finally result distribution.
This workflow is designed to be easily verifiable using zk-Snark. Therefore, we then show how each
step becomes publicly verifiable using non-interactive zk-SNARKSs. This separation keeps the system

description intuitive while making the trust guarantees explicit.

5.2.3.1 Operational Workflow

The operational workflow describes the sequence followed by the involved parties. It defines how
data owners’ contributions are collected, aggregated, and protected through noise addition under the

declared privacy parameters. The computation proceeds through four main stages.
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Stage 1: Query Submission and Validation. The objective of this phase is to ensure that only
authorized queries are executed by the system. First, the client submits a query ). Then, each data
owner checks whether () belongs to the predefined set of allowed queries. For example, a counting
query such as “How many users are active in the system?” would be valid, while a query requesting

raw individual records would be rejected. Only validated queries are processed.

Stage 2: Noise Generation. The objective of this stage is to ensure that differential privacy noise
is generated correctly while remaining efficient within zk-SNARK circuits. Several methods exist to
sample noise from a Laplace distribution, such as Inverse Transform Sampling, Rejection Sampling, and
Gaussian Approximation. However, these approaches rely on complex functions, such as logarithms,
exponentials or floating-point arithmetic. These functions are not suited for zk-SNARK circuits due
to high constraint counts and complex range handling. To overcome these limitations, we adopt the
Discrete Laplace Mechanism, known to satisfy e-DP [137]. We know that we can easily generate the
discrete laplace distribution as the difference between two independent geometric distribution [13§].

In this work, we use Algorithm

Algorithm 2 Efficient Laplace Noise Generation

Require: b (scale parameter of the Laplace distribution)
Ensure: 7 (Laplace-distributed noise)
1: Each data owner provides two independent geometric samples k;, k/.
2: The server computes g1 = min(ky,...,k,) and go = min(k},...,k},) with p = 1 — exp(—1/b).
3: Compute the Laplace noise: n = g1 — ¢o.
4: Return: the noise 7.

Each g1 and g5 follow a geometric distribution with updated success probability p’ = 1— (1 —p)" =
1 —e /b where b = AQ /e denotes the Laplace scale. The resulting noise is n = g1 — g9 is discrete-

Laplace distributed and can be efficiently verified inside a zk-SNARK circuit.

Stage 3: Data Transmission and Query Processing. Once noise has been generated, the system
proceeds to collect and process the validated data under verifiable commitments. Each data owner
submits its private data D; to the server with a zk-SNARK friendly hash C; (e.g., MiMC Hashes [139],
Pedersen Commitments) published on a public board, ensuring integrity and non-repudiation. Once

the server receives all data, it executes the validated query @ as R = Q(D1, Do, ..., Dy).
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To preserve scalability and maintain consistency with federated settings, this work focuses on
decomposable queries [140], [141], which can be expressed as the composition of sub-queries on disjoint

data partitions.

Definition 5.2.1 (Decomposability). A query Q is decomposable if it can be broken into sub-queries
Q1,Q2,...,Qy such that:

Q(D) = Compose(Q(D1),Q(Ds2),...,Q(Dy)),

where: D is the whole dataset, D; are partitions of D, @) is the query.

This property enables parallel computation and naturally aligns with the federated learning

paradigm, where each sub-query ); can be interpreted as the local model update of a client.

Stage 4: Result Distribution. Finally, the server releases the noisy result R, = R + 7 to the client.

This result is accompanied by the corresponding commitments and the proofs of correctness.
5.2.3.2 Proving Workflow

This subsection specifies how each functional stage becomes verifiable through zk-SNARK. Each

proof certifies the correctness of one computational step while preserving data confidentiality.

Laplace Noise Proof 7,,,;sc. To verify the correctness of the discrete Laplace noise generation, the
server constructs a proof meise certifying that: n = g1 — go. The NP statement is:

Cy, = Com(g1;7g,),

092 = Com(927 rg2)7

391,92,7¢,,7g, such that
077 = Com(n’ r??)u

n=49g1— g2

While this proof validates the difference computation, it does not by itself ensure that g; and go are
generated in the right way. For this, a second proof m,;, is required for each g;. This proof guarantees
that the committed value corresponds to the true minimum among a set of geometric samples, without
disclosing any sample or its index. Each data owner provides commitments Cy, = Com(k;; ;) for its
geometric samples. The server privately computes g = min(k1, ks, . .., ky,) and publishes a commitment

Cy = Com(g;rg) together with a proof mmin. The proof mmin attests the following NP statement:
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Cy = Com(g;7y),

Cy, = Com(ki;m), Vie{l,...,n},
3g,7g, {ki, i }i—q such that
[[i21(ki —g) =0, (membership condition),

ki—g >0, Vi€ {1,...,n} (minimality condition).
The membership condition ensures that g equals one of the committed inputs, while the minimality

condition guarantees that ¢g is no greater than any other committed value.

Since SNARKSs operate over finite fields with positive integer values in [0, p — 1] where p is a large
prime number, the non-negativity constraint is enforced by expressing each difference d; = k; — ¢ in

its binary representation inside the circuit:

-1
di =y 2bij,
=0

where each b; ; is a binary variable constrained by
b@j'(b@j—l)zo, Vje{O,...,E—l}.

These constraints guarantee that d; € [0,2¢), thus ensuring that k; > g. Further examples on this

encoding are provided in Appendix [C]

Query Execution Proof 7 ompose. This proof verifies that the server executed the validated query
correctly and aggregated all data-owner inputs as specified.
C; = Com(Djy;ry), Vie{l,...,n},
3R, 7R, {D;,r;}_; such that { Cr = Com(R;rR),
Compose(D,...,D,) — R =0,
This ensures that all inputs contributed to the final result, and that no value was substituted, excluded,

or tampered with during computation.

Noise Addition Proof w. This proof ensures that the final released result R, has been correctly

computed as R+ 7.
Cr = Com(R;rR),

3 R’ TRy, Ty such that CT] = Com(n7 rn)7
Ry =R+
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Together, these four proofs establish a complete chain of verifiability, as illustrated in Figure The
structure can be implemented either as a single, unified proof encompassing the entire verification
process or as a set of more granular sub-proofs, each dedicated to a specific stage of computation. In
the approach adopted here, the Laplace Noise Proof ensures the correctness of the generated noise
through the sub-proofs mmin1, Tmin2, and myeise, While the Query Proof meompose guarantees the correct
composition of this verified noise with the committed query result. This modular design is again

conceived to make the relation easier to the Chapter |4] (See the section for more details).

(1) Laplace Noise Proof

Ckﬂ Ck@z

(2) Query Proof
C;

Tminl TTmin2

7TCO‘P’?’LpOSG

éR c, Cy Cy,
NN
7T

T noise

(3) Final Proof

Figure 5.2: Verifiability Chain

5.3 Evaluation

This section presents the experimental evaluation of the proposed framework. The objective is to
assess its computational efficiency, scalability, and statistical correctness of noise generation, while

highlighting the trade-offs between verifiability and performance.
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We specifically focus on counting queries, following the methodology of Biswas and Cormode[I35].
Counting queries were simulated for each data owner, as the specific data content was irrelevant to
the tests. The simulations were implemented using Python 3 and ZoKrates for zk-SNARK proof
generation and verification. Experiments ran on an Intel i5 processor with 32 GB RAM and Ubuntu
24.04. We measured execution time, resource usage, and proof verification, ensuring noise accuracy

matched the theoretical Laplace distribution.

Performance Evaluation

To measure the computational efficiency of the proposed framework, we first considered a scenario

with 12 data owners.

Table shows that the computational load is mainly concentrated in the 7,,;, proof, which is
the most demanding due to the verification of minimality conditions across multiple inputs. This step
naturally involves a higher number of constraints (9216), explaining its dominant share in the overall
runtime. In contrast, the other proofs (mnoises Teomposes and Taddition) remain lightweight. Verification
stays consistently fast across all stages, confirming that public validation remains efficient and easily

parallelizable.

Overall, the framework completes the full verification process in around one second for 12 data

owners.

Table 5.2: Performance Metrics for Each Phase

Phase Server Time Verifier Time # Constraints
(ms) (ms)

Stage 1 49.01 3.66 -

Stage 2 : Tmin 404.92 11.32 9216
Stage 2: Tnoise 94.83 11.62 2338
Stage 3: Teompose 183.69 10.43 3344
Stage 4: Taqdition 98.76 9.37 2338
Overall 1433.03 - 17236
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Scalability Analysis

We evaluate how the number of clients affects two key metrics: execution time and the number of
constraints in the zkSNARK circuit. By increasing the number of clients, we observe the system’s

performance and complexity under varying loads.

As shown in Figure[5.3] the execution time and the number of constraints both increase significantly
with the number of clients. This highlights the challenges of scaling zk-SNARK-based systems, where
handling more clients leads to higher computational overhead and circuit complexity. The results

emphasize the importance of optimizing for scalability while maintaining efficiency and security.

Execution Time vs. Number of Clients Number of Constraints vs. Number of Clients
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Figure 5.3: Execution Time and zkSNARK Circuit Constraints vs. Number of Clients

Noise Distribution Verification

To demonstrate the practicality of generating Laplace noise, we generated 1,000 random values
following the protocol described in the section [5.2.3.1] parameterized by the privacy budget € and

sensitivity of 1, and we compared it to the theoretical distribution.

Figure [5.4] shows that the histogram of the generated noise aligns closely with the theoretical
Laplace distribution. This confirms that the noise generation method is practical and accurately maps

to the expected distribution.
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Figure 5.4: Histogram of generated noise and comparison with the target laplace distribution

5.4 Discussion

The proposed framework integrates cryptographic verifiability into the Discrete Laplace Mechanism
under CDP by integrating zk-SNARKSs directly into the noise generation and query execution process.
Unlike traditional DP systems that rely entirely on the honesty of a central server, this design allows
each step to be publicly verifiable without revealing raw data. The approach thus bridges the gap

between privacy and transparency by ensuring that declared privacy budgets are enforced.

From an architectural standpoint, the system separates responsibilities between three entities:
data owners, a server, and a client. Data owners validate and authorize queries; the server performs
computations and generates cryptographic proofs; and the client verifies outputs without accessing
sensitive data. This separation of duties eliminates single points of trust and ensures accountability
through cryptographic evidence. Moreover, the use of discrete Laplace noise instead of continuous
sampling enables efficient implementation inside zk-SNARK circuits, which are otherwise constrained

by field arithmetic and modular operations.

This architecture was intentionally designed to align with the federated learning setting introduced
in the previous chapter. In that context, the entities of the CDP framework can be directly mapped
to the components of the federated architecture: data owners correspond to the clients, the server

plays a similar role to the shuffier, and the client in the CDP model can be mapped to the aggregating
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server.

However, adapting this verifiable CDP model to the previous federated design requires rethinking
the location of proof generation. In the current framework, the proof of composition is generated at
the CDP server level, which corresponds to the shuffler in the previous architecture. Since aggregation
in the federated framework is performed by the aggregating server, this proof should instead be shifted
to that entity to ensure consistency with the system’s trust model and data flow. This adjustment
would align the verifiable noise generation and aggregation proofs with the responsibilities of each

component, preserving both correctness and transparency.

Limitations

Despite its promising results, the proposed framework exhibits several limitations that must be

addressed to ensure scalability, flexibility, and real-world applicability.

1. Scalability: The computational cost of zk-SNARK proof generation grows linearly with the
number of data owners. Although verification remains efficient, large-scale deployments would
require circuit optimization, proof aggregation, or parallel proving mechanisms to remain

practical.

2. Limited Query Set: The framework currently supports decomposable queries, such as counting
or summation, which can be easily verified under the discrete Laplace mechanism. However,
the evaluation was limited to simple counting queries, leaving the expressiveness of the frame-
work untested for more complex analytical tasks. Extending experiments to more complex

computations should be considered in order to validate the solution.

3. Trust and Non-Collusion Assumptions: The model assumes honest-but-curious data owners
and a non-colluding relationship between the server and the client. In real-world deployments,
enforcing non-collusion is difficult and may require additional organizational or regulatory
controls. Incorporating verifiable secret sharing or multi-party computation protocols could

mitigate this limitation by reducing trust dependencies between entities.

4. Privacy Scope: The framework enforces CDP guarantees against the client, ensuring that the

final client cannot infer sensitive data from noisy outputs. However, it does not protect privacy
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against the server itself, which retains access to raw data during computation. Achieving full
end-to-end privacy would require extending the model with encryption, secure aggregation, or
multi-party computation mechanisms. This is where a more exhaustive framework combining
the work from chapter [4]is required. However, using HE introduces significant computational
bottlenecks and heavy additional overhead. These constraints complicate the seamless integration

of this framework within the previous Chapter.

5. Performance Overhead: Even though verification is fast, proof generation remains resource-
intensive, both in time and memory consumption. This overhead is acceptable for proof-of-concept

or medium-scale deployments but may be prohibitive for large-scale federated systems.

5.5 Conclusion

This chapter introduced a verifiable framework for Central Differential Privacy that integrates
zero-knowledge proofs through zk-SNARKSs and cryptographic commitments to ensure the integrity
of the noise generation and application process. The main contribution lies in demonstrating that
verifiability and DP can effectively coexist within a unified design. Each privacy-preserving operation
is accompanied by a cryptographic proof certifying its correctness, ensuring that declared privacy
guarantees are enforced without exposing raw data. The adoption of the discrete Laplace mechanism,

instead of its continuous counterpart, enables efficient implementation inside zk-SNARK circuits.

Experimental results confirmed the technical feasibility of this approach. Proof verification remains
lightweight and parallelizable, while the noise generation process accurately follows the target Laplace
distribution. These results show that the proposed framework maintains both statistical soundness

and public verifiability with acceptable computational overheads for small scale deployments.

Nonetheless, several limitations persist. The scalability of zk-SNARK proofs remains a key
challenge, as proving time grows linearly with the number of participants. The framework currently
supports a restricted set of decomposable queries, such as counting and summation, leaving complex
analytical operations for future exploration. Furthermore, the trust model assumes honest-but-
curious data owners and non-colluding entities conditions that are difficult to guarantee in real-world
deployments. Achieving end-to-end privacy would require integrating this framework with secure

aggregation, encryption, or multi-party computation techniques.
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Based on these findings and limitations, the next chapter explores interactive proofs and secret
sharing to propose a unified verifiable and privacy aware federated learning framework using lightweight

commitments.

Key Takeaways

e The proposed framework embeds zk-SNARK proofs into the CDP workflow, enabling
public verifiability of both the noise generation and query execution processes without

revealing raw data.

e The integrity of the inputs are ensured through cryptographic commitments, creating a

verifiability chain through the proofs.

e Experimental results confirm that verifiability can be achieved with low verification
cost and acceptable proving time for small scale deployments, while the generated noise

accurately follows the discrete Laplace distribution.

e Despite its effectiveness, the approach faces scalability challenges, supports only decom-
posable queries, and relies on non-collusion and honest-but-curious assumptions among

entities.

e This work serves as a proof of concept demonstrating that verifiability and DP can coexist
within a unified design, laying the groundwork for future extensions using interactive

proofs, secret sharing, for end-to-end privacy-preserving federated learning frameworks.
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6.1. INTRODUCTION

6.1 Introduction

The previous chapters explored two complementary strategies to enhance privacy and trust in FL.

In Chapter [4 we investigated how homomorphic encryption could canceal the updates from every
participant, allowing the aggregation of model updates while preserving DP. This approach successfully
limited the exposure of individual updates through the separation of the responsibility of adding noise
from the aggregation process. This approach used homomorphic encryption in order to canceal the
model updates from the shuffler while DP is used to protect against final clients and aggregation
server. However, it introduced significant computational and communication overheads, which limit
its scalability in realistic cross-device environments. Moreover, the shuffler played a central role in
orchestrating applying the DP mechanism, without any verification process, leaving residual trust

dependencies unresolved.

In Chapter [p] we shifted the focus toward verifiability by integrating zk-SNARKSs and cryptographic
commitments into the differential privacy workflow. This method provided strong formal guarantees
that the declared privacy budget had been correctly enforced, without revealing either raw data
or the added noise. Nevertheless, the approach relied on zk-SNARKSs, which, while powerful, are
computationally expensive and difficult to scale as the number of clients or the model dimension grows.
Furthermore, the verification process still assumed that the server is not curious but .it may behave in
a Byzantine manner. Therefore, it must provide proofs of correct behavior. The main challenge was
how to certify the right generation of the noise which was hard because of the inheretent randomness

considered on it.

These limitations reveal an underlying tension: proposed solutions tend to favor either strong
privacy via encryption and DP or strong verifiability via cryptographic proofs, but combining both
solutions is hard without sacrificing scalability. To bridge this gap, we propose in this chapter a
lightweight and distributed alternative that removes the need for any trusted central entity, while

keeping the computational and communication costs practical for federated learning environments.

The proposed framework, named ProoFed, relies on additive secret sharing and distributed noise
generation to achieve end-to-end privacy under the central differential privacy model, without employing

heavy cryptographic primitives such as homomorphic encryption or zk-SNARKSs.
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6.2 System Design

This section details the architecture and workflow of the proposed system, focusing on the

integration of additive secret sharing and distributed noise generation for privacy-preserving federated

learning.

6.2.1 High Level Architecture

Figure presents the high-level architecture of the proposed privacy-preserving federated learning

framework. The design integrates three complementary mechanisms: differential privacy, additive

secret sharing, and cryptographic commitments. Together, these components ensure that model updates

remain confidential, verifiable, and unlinkable throughout the training process.
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Figure 6.1: High Level Architecture of ProoFed
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6.2. SYSTEM DESIGN

The framework begins with the deployment of two non-colluding servers that act as independent
aggregation entities. Each client trains a local model on its private dataset and adds differential
privacy noise to a designated segment of the model update, ensuring that noise contributions are
distributed across clients. To preserve integrity without revealing the actual update, every client
computes a cryptographic commitment to its local model before applying additive secret sharing. The
resulting shares are sent to distinct shufflers, while the corresponding commitments are transmitted in

parallel.

The shufflers serve to anonymize communication by dissociating each share from its origin. This
operation strengthens privacy guarantees by preventing inference attacks that could exploit timing
or metadata correlations. Once shuffling is complete, the shares and commitments are forwarded to
the aggregation servers, which independently compute partial sums. The aggregated results are then
returned to the clients, who reconstruct the global model and verify its correctness using the combined

commitments and the public randomness available on the shared board.

Remark. The architecture can be extended to any number k& of independent servers, provided that at
least two do not collude. Such a configuration can be realized through Trusted Execution Environments
or by dynamically selecting a subset of participating clients to act as aggregation nodes in each training

round.

6.2.2 Threat Model and Assumptions

We consider a federated learning setting involving potentially malicious or semi-honest participants,
both on the client and server side. Our goal is to secure the training process against leakage,
manipulation, and inference, under realistic adversarial conditions. We explicitly address the following

threats:

1. Semi-Honest Clients: Clients that follow the protocol correctly but may attempt to infer sensitive
information about other participants. This can be done either through collusion with a server, or

by exploiting the iterative nature of training to infer information from successive global models.
2. Malicious Server: A central server may attempt to:
(a) Reconstruct local models from the shares provided by clients.
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(b) Recover individual data points by manipulating model parameters or aggregations, or

through collusion with other clients or servers;

(¢) Tamper with the global model by omitting updates from selected clients, injecting forged

updates, or otherwise altering the aggregated model to serve an adversarial goal.

To address these threats, we make the following assumptions:

We assume the presence of at least two non-colluding aggregation entities, which may be realized

in practice through independent public cloud providers, random subsets of selected clients or

Trusted Execution Environments.

e Any communication between clients, shufflers, and servers is assumed to be encrypted.

e While we consider semi-honest clients in our threat model, we do not address actively malicious

clients who may submit poisoned updates, conflicting gradients, or malformed commitments.

We do not model client dropouts, network failures, or asynchronous execution.

6.2.3 Workflow Overview

In this section, we dive into the detailed design of ProoFed, a protocol ensuring that client updates
remain hidden, noise is generated collaboratively, and aggregation is verifiable. Our framework,
ProoFed, builds a chain of trust which enables strong privacy guarantees while ensuring better model

utility. The notations used during this section is described in Appendix

6.2.3.1 Private Partition of a vector of n elements

As said previously, each client is responsible for adding noise to a specific weight of the model
update. To ensure privacy, it is essential that each client knows only its own selected indexes, while

no other party can learn them.

To achieve this, we propose a privacy-preserving consensus protocol that allows all clients to select

disjoint subsets of coordinates independently, while avoiding overlap and preserving index.
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Algorithm 3 Unique Random Coordinate Assignment

Require: n clients Cq, Co, ..., Cy,, number of random values m, large field F
Ensure: Each client C; holds m globally unique random numbers

1: Initialization and Anonymous Sharing:

2: for each client C; do

3:  Randomly generate S; = {s;1,...,8im} CF

4:  Send S; anonymously to the public board B through shufflers
5: end for
6
7
8
9

: B+ Uil Si

: Duplicate Checking:

: repeat

. for each client C; do
10: for each s; ; € S; do
11: if s; ; appears more than once in B then
12: C; samples a new s; ; € F\ B
13: Update S; + (Sz \ {S@j}) U {S;',j
14: Publish s ; on the public board B
15: end if
16: end for

17:  end for

18: until all elements in B are unique

19: Global Consensus:

20: All clients agree on B as the globally unique vector
21: Each client sorts B in ascending order

22: for each s; ; € S; do

23:  Find the position p; j of s; ; in B

24:  Record p; j as a private coordinate

25: end for

Expected number of iterations for consensus Let n denote the number of clients, each selecting m
indices uniformly at random from a finite field F of size N. The probability of collisions decreases
exponentially with NV, and when N > nm, the expected number of iterations until all selected indices

are globally unique is close to one.

6.2.3.2 Hiding Local Updates from Adversaries

To protect local updates from adversaries, each client encodes its model update w; € R? using an
additive secret sharing scheme. The client generates k random shares wz(»l), w@), ey wfk) € RY that

1

satisfy the following formula.
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wj :sz(»j). (6.1)

() ;

Each share w;”’ is transmitted independently to a distinct shuffler, whose task is to anonymize the
origin of the shares. This mechanism ensures that no individual server, and no coalition of up to k — 1

servers, can reconstruct the original update w;.

Let {w1 , Wy ), e ,wg ) } denote the set of shares received by shuffler j. After processing, each

shuffler forwards the permuted and delayed shares to its corresponding aggregator, which computes

the partial sum as following.

The global model update is then reconstructed by combining the results from all aggregators:

k kK n n k n
w=3>wi =33 w) = 2 Z =D wi
j=1 j=li=1 i=1j=1 i=1
Because each aggregator only observes a partial sum w(/), it cannot recover any individual client’s
full update. This construction remains secure against up to n — 1 colluding servers, as demonstrated
in Appendix The security and anonymity of the protocol further improve as the number of
participating clients grows, since the mixing of shares increases entropy and reduces the possibility of

inferring or correlating sensitive information across the system.

6.2.3.3 Achieving Differential Privacy

Local updates are already protected through secret sharing, as detailed in Section [6.2.3.2] The
remaining challenge is to protect the aggregated global model from inference attacks that may exploit

aggregated statistics to extract sensitive information, even when raw updates remain hidden.

To overcome this challenge, a collaborative mechanism is proposed to achieve Central Differential
Privacy without relying on a fully trusted server. Each client contributes noise to a specific portion
of its update vector w; € R?, ensuring that every coordinate of the global model is noised exactly
once. This controlled partitioning of the update space prevents redundant noise accumulation while

maintaining consistent privacy guarantees across clients.
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The noised local update is defined as
W, = w; + €;

where e; is a sparse noise vector, containing non-zero values only within the client’s designated segment.
The noise components are sampled from a differentially private distribution to ensure statistical

indistinguishability of individual contributions.

Although this design limits the total amount of noise introduced, it does not completely conceal
individual updates, since only part of each vector is perturbed and the partitioning scheme remains
fixed. For this reason, the differential privacy mechanism must be combined with secret sharing and
anonymized communication, as discussed in Section [6.2.3.2] to ensure end-to-end protection of client

data.

After the aggregation phase, the cumulative noise is represented as

and the resulting differentially private global model is expressed as
n n n
VNV:ZVNVZ' :Zwi+26izw+n.
i=1 i=1 i=1

This formulation guarantees that each coordinate of the global model receives exactly one instance

of noise, thereby maintaining strong differential privacy while preserving model utility.

6.2.3.4 Verifiability Mechanisms

To ensure the correctness of the global aggregation without compromising the privacy of individual
updates, we employ homomorphic commitments and then propose a protocol for zero knowledge proof

of opening.

One solution that may be interesting is to commit on each weight of the update and send it to the
server. However, the limit of such solution is seen directly since it will take a lot of time to generate

the commitments and the proofs. What we propose here, is as follows:

Each client computes the mean of all the weights of the local model and then commits to its value

using a homomorphic commitment scheme resulting on a commitment C; = Commit(w;; ;). The
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commitment is then published to the public board while breaking the link between each commitment
and its client. We can publicly aggregate the commitments. For our solution, we propose to use
Pedersen commitments. As stated in Section the clients are considered as honest to achieve this

part.

At the end of the protocol, the aggregating server sends to the clients the global share of the
aggregation, which can be combined by the clients to get the global model update.

Now, we consider n provers P1,..., Py, each holding a private mean of the local update W; € Z,

along with private randomness r; € Z,.

The goal of the protocol is to allow the provers to jointly prove, in zero knowledge, that a
publicly known value w = Y7 | W; is indeed the sum of their secret shares, and that their aggregated

commitment satisfies:

C = HCZ- = ¢"h® where R = Zri

i=1 =1

without revealing neither individual w; nor r;.

The process is done in the following steps.

1. Commitment Phase: Each prover P; samples a random ephemeral value p; € Z; and computes
a temporary commitment:

Ay = P

These commitments are sent to the public board. The public board aggregates:

A:HAi:hp, Withpzzpi

i=1 =1

2. Challenge Phase: A challenge value ¢ € Z, is computed using a cryptographic hash function in
the Fiat—Shamir heuristic:

c=H(A C,w)
where C' =[]i~; C; and W is the publicly known sum of the secret shares.
3. Response Phase: Each prover computes their response:
z; =pi+c-w; mod g
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and sends it to the coordinator. The coordinator aggregates:

n
zzzzi:p+c~v*v mod ¢

i=1
4. Verification Phase: The verifier checks that:
WA (W)
and accepts the proof if the equality holds.

Due to practical reasons while working with limited float numbers, the solution can tolerate an

error in the computation. This can easily done by verifiying all the neighboring sums are correct.

6.3 Evaluation

The proposed framework, ProoFed, is evaluated through both theoretical analysis and experimental

validation.

6.3.1 Trust and Privacy Analysis

This section provides both a theoretical and conceptual analysis of the privacy, confidentiality, and
verifiability guarantees offered by ProoFed. The objective is to show that the framework preserves
confidentiality of local updates, achieves differential privacy at the global level, and enables verifiable

aggregation against potentially malicious or semi-honest participants.

6.3.1.1 Confidentiality of Local Updates

The confidentiality of local updates is ensured through multiple complementary mechanisms:
additive secret sharing to protect individual updates, anonymization via share shuffling to break
source associations, and partial observability at the aggregation level to prevent any server from

reconstructing a client’s contribution.

Proposition 6.3.1 (Confidentiality under Additive Secret Sharing). Let A C {1,...,k} denote a subset
of at most k — 1 servers controlled by an adversary, and let Sy = {ng) : j € A} be the shares observed

by this adversary. Then: I(w;;S4) = 0.
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In practice, this implies that even if one aggregator and several clients collude, they cannot
infer another client’s contribution. The anonymity of communication channels further reduces the
probability of source re-identification, as validated by Proposition Shufflers break the association
between each share and its origin, as well as between correlated shares belonging to the same client.
This randomization disrupts timing and ordering correlations that could otherwise leak identity

information.

Proposition 6.3.2 (Anonymity through Shuffling). Let M denote a message observed on the network
and ID the identity of the sending client. After shuffling, the mutual information between these
random variables satisfies: 1(M;1D) = 0.

At any time ¢, an external observer perceives random, unlinkable messages, thus preventing any
meaningful correlation between content and sender. Each aggregator processes only a partial sum of

the client updates: wi) = 7 wz(j ), and the final global model is reconstructed as:

w = Zw(j) = znzwi.
j=1 i=1

6.3.1.2 Differential Privacy of the Global Model

We now prove that our protocol is differentially private. To keep it simple in explanation, let’s
consider that we are sampling noise from a Laplace distribution and we want to prove that out
protocol maps exactly to the Laplace mechanism applied to the sum of client updates, and thus

satisfies e-differential privacy.

Let:

e D= {wi,...,w,} be the collection of local updates from n clients, each w; € R
e f(D) =", w; € R?be the global model update function;

e D ~ D’ be neighboring datasets differing in one client’s update.
For simplicity, we consider our protocol as follows :

1. Each client is responsible for adding Laplace noise to exactly one coordinate j; of its local vector
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wj, generating a sparse noise vector:

A
Y;=(0,..., X; )R WithXZ‘NLap<>
~—~ 9
ji-th position

2. The total noise vector added to the global update is:

n

n:ZYz: (X15X27"'7Xd)
i=1

where all X; are mutually independent.

3. The final output of the protocol is:
n n
M(D)=f(D)+n=7 wi+) Y
i=1 i=1
Each coordinate of 7 is a sample from Lap(A/e), and the components are independent. Therefore,

M(D) is exactly the Laplace mechanism as defined above.
6.3.1.3 Verifiability of Aggregation

We now prove that our aggregation verification protocol satisfies completeness, soundness, and

zero-knowledge. Here, we use the term server to designate all the aggregators.

Definition 1 (Completeness) If all clients are honest and the server correctly aggregates their

committed updates, then the verifier always accepts the proof.

Proof. Assume each client i publishes commitments of the form C; = g*¢h™ and the server computes:

n n

C = HCZ' = gth, with w = Zwi, R = Zri.

i=1 i=1 i=1
Every client collaborates to publicly sample a random p € Z,, computes A = h”, derives the challenge
¢ = H(A,C,w), and publishes with z; = p 4+ cw; mod ¢ in order to publicly reconstruct z = p + cw
mod ¢q. The verifier checks whether:

he = A (hY)°
This holds because:
h? = hp+cw —hP - hW = A. (hw)c'

Hence, the verification succeeds when the aggregation is correct. O
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Definition 2 (Soundness) If the server miscomputes the aggregate w’ # > w;, then it cannot produce

a valid proof, except with negligible probability.

Proof. Suppose the server claims a false sum w’, attempting to convince the verifier that:

n
C = gw’hR/ with C = H C,L — gth’ but U}/ % w.
i=0
Due to the binding property of Pedersen commitments under the discrete logarithm assumption, such

a representation is infeasible.

To forge a valid proof, the server must have control on A and z such that:
W= A ()= et
But this implies:
z=p+cw #p+cw,
and hence h* # A - (h")¢, which causes verification to fail.

Since c¢ is derived using the Fiat—Shamir heuristic after A is fixed, the server cannot adaptively

choose a fake z. Therefore, soundness holds. O

Definition 3 (Zero-Knowledge) For any coalition of at most k — 1 (dishonest) servers and any verifier,
there exists a simulator that, given only the public inputs w and C, can produce a proof transcript
that is computationally indistinguishable from a real proof execution, without access to any secret

()

shares w;”’ or randomness ;.

Proof. A simulator Sim can generate a valid-looking transcript (A, ¢, z) without access to any secrets

as follows:

1. Sample ¢ < Zg, z < Zq uniformly.
2. Compute A = h* - (h")™¢ = h*~W.

3. Output (A4, ¢, 2).

This simulated transcript satisfies the verification equation: h* = A-(h")¢. Because the challenge ¢

is computed via a hash function modeled as a random oracle, the simulated transcript is computationally
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indistinguishable from one generated in a real execution. Additionally, Pedersen commitments are

perfectly hiding, ensuring that no information about w; is leaked through C;. 0

6.3.2 Experimental Results

We evaluate ProoFed under multiple experimental settings as summarized in Table and compare
its performance against three baseline approaches: vanilla Federated Learning, Local Differential

Privacy, and Central Differential Privacy.

All experiments were implemented in PyTorch using the Flower federated learning framework and
executed on a workstation equipped with an AMD Threadripper PRO 7955WX processor, 250 GB of
RAM, and two NVIDIA RTX 6000 GPUs.

The evaluation examines several key aspects of the proposed framework. We first study the
convergence behavior and the resulting model accuracy under different privacy budgets, highlighting
the trade-off between privacy protection and utility. The computational overhead introduced by
the verification mechanisms is also measured to assess efficiency and scalability. Furthermore, we
investigate the impact of the number of participating clients on both performance and system load.
Finally, we evaluate how the framework scales with increasing model complexity and size, providing a

comprehensive assessment of ProoFed’s practical applicability.

Table 6.1: Summary of datasets and experimental configuration.

Dataset Task Type Model Used #Clients #Rounds
CIFAR-10 Multi-class ResNet18/34/50 50 / 70 / 100 / 120 400
CIFAR-100 Multi-class ResNet18 120 500
Adult Income Binary classification Fully connected 70 100
Minilmagenet Multi-class ResNet18 120 600

Training configuration: All experiments use the Adam optimizer with a learning rate of 0.001, a local
epoch setting of 1, a batch size of 32 per client and a Gaussian Mechanism with € € {1,2,3} and
§=10"3.
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6.3.2.1 Impact of Training Rounds

We use the CIFAR-10 dataset with 120 clients, combined with data augmentation to increase data
variability and enable each client to simulate subsampling by working with different data instances in

each round. A ResNet-18 model is used, and all clients participate in every round.

Figure presents the model performance across communication rounds for various privacy levels,
showing that even with noise injection the model converges. Notably, Proofed can achieve comparable

performance to the setting without privacy as shown in Figure 4 for the € = 3.0.
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Figure 6.2: Performance of the model on CIFARI10 across different privacy budgets () under 11D
settings (Number of Clients=120)

We acknowledge that the privacy budget considered in these experiments are high but if we consider

amplification by subsampling and shuffling, the amplification is the same as the one seen in Chapter

6.3.2.2 Effect of the number of clients

In this experiment, we investigate how varying the number of participating clients affects the
performance and efficiency of our protocol. The setup uses the CIFAR-10 dataset with a variable

number of clients ranging from 50 to 120.

Impact on Model Performance. Figures [6.3h and [6.3p illustrate the outcomes. We observe that
having more clients generally improves the model’s performance and reduces the gap between the

performance of our approach and the baseline without any privacy. This improvement is due to the
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aggregation process, where the variance of the noise is effectively reduced by a factor of n?, thus

improving on model utility.
e Figure shows the maximum accuracy achieved when changing the number of clients while
using a fixed privacy budget of € = 3.0.

e Figure presents the performance gap between our method and the baseline. The gap

decreases as the number of clients increases.
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Figure 6.3: Effect of the number of clients on the utility of the model.

Impact on Server Overhead. We also analyze the computational overhead on the server side as
the number of clients increases. Figure [6.4] shows the time per round including training aggregation,
proofing and client training times. Although the runtime increases with the number of clients, the
additional cost introduced by the verification protocol remains minimal and stable. This demonstrates

that our verification mechanism scales efficiently.

Figure [6.4 demonstrates that the more client we have the more it takes time in each round. Notably,

we see that the verification process adds minimal overhead on the server side.
6.3.2.3 Effect of Model Size on Computation Time

In this experiment, we examine how the size of the model affects the overall computation time.
We use again the CIFAR-10 dataset with a fixed number of 120 clients, 400 communication rounds,

and identical training configurations.
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Figure 6.4: Server overhead across increasing numbers of clients.

We evaluate our protocol using multiple variants of the model architecture: GoogleNet (6 millions),
ResNet-18 (11.7 millions), ResNet-34 (21.8 millions). These architectures differ in their number of

parameters which allows us to analyze scalabiliy according to the model complexity.

Figure shows the impact of increasing model size on the total execution time per round. As
expected, the overall training time increases with the model complexity. However, in the server side
there is no effect on the verification time of our protocol. This is due to the fact that each client uses

only the mean of its model in the process of verification.

Time Breakdown
mmm Other Time
20 | mmm Aggregation Time
mmm Proefing Time

Average Time per Round (s)

Googlenet (6 millions} Resnet18 (11,7 millions)

Number of Weights

Resnet34 (21,8 millions)

Figure 6.5: Effect of model size on the execution time on Cifarl0.
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6.3.2.4 Comparison Across Configurations

We report accuracy under different privacy budgets ¢ € {c0, 3.0,2.0,1.0}. Table summarizes
the results across four datasets: CIFAR-10, CIFAR-100, Adult Income, and Mini-ImageNet.

The results confirm that our method offers a comparable accuracy to the CDP setting. Compared
to LDP, which suffers from high utility loss, and CDP, which assumes a trusted server, our method

maintains both privacy and model utility without relying on trust assumptions.

Table 6.2: Accuracy (%) across different privacy levels and datasets.

Dataset Setting Method e =00 €=3.0 =20 =1.0
Clients: 120 LDP 85.33 20.03 15.58 15.04
CIFAR-10 Rounds: 400 CDP 85.33 83.77 80.49 69.07
Loc-Epochs: 1  ProoFed  85.33 84.06 80.34 67.91
Clients: 120 LDP 49.54 1.82 2.11 1.44
CIFAR-100 Rounds: 500 CDP 49.54 49.67 41.08 6.91
Loc-Epochs: 1  ProoFed  49.54 46.58 38.85 8.05
Clients: 70 LDP 83.82 32.09 25.24 63.33
Adult Income  Rounds: 100 CDP 83.82 80.23 78.71 72.48
Loc-Epochs: 1  ProoFed — 83.82 81.41 77.61 70.18
Clients: 120 LDP 45.43 1.94 1.62 1.46
Mini-ImageNet Rounds: 600 CDP 45.43 44.83 40.71 13.76

Loc-Epochs: 1  ProoFed  45.43 44.36 40.44 13.54

To complement this analysis, Figure compares the average client-side execution time per round
across all configurations. As expected, our method incurs higher latency than the LDP setting, since
local differential privacy requires only local noise addition and involves no verification process. The
CDP configuration also exhibits minimal client-side overhead, as all privacy-related computations
are delegated to the server. In contrast, our approach introduces a moderate increase in execution
time due to the use of secret sharing and the generation of zero-knowledge proofs. Nevertheless, the
overall computational cost remains practical and well within acceptable limits for real-world federated

learning deployments.
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Figure 6.6: Average client-side execution time per configuration.

6.4 Discussion and Limitations

The ProoFed framework combines secret sharing, zero-knowledge proofs, and differential privacy
to strengthen the security and trustworthiness of the federated learning process. We evaluated its

effectiveness through extensive experiments, assessing its performance, scalability, and efficiency.

First, we analyzed the impact of the number of training rounds, and our results demonstrate that
the proposed scheme converges reliably to an optimal model, with only a minimal trade-off between
privacy and utility. Furthermore, incorporating data subsampling to our solution improves privacy

guarantees while enabling prolonged training over multiple rounds.

Second, we studied the influence of the number of participating clients. As expected, increasing
the number of clients results in a reduction of the gap between the privacy-preserving setup and the
baseline (non-private) setup, while maintaining equivalent formal privacy guarantees. Moreover, the
computational overhead introduced by our framework remains minimal, both on the client and server

sides, thereby supporting its practical applicability.

In addition, we demonstrated that the verification mechanism on the server side is independent
of the model size, as each client transmits a constant-size commitment for model validation. While

training and aggregation times do scale with model complexity, this behavior is inherent to the
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federated learning framework.

Finally, we compared our framework with the standard Central Differential Privacy baseline. Our
results indicate comparable utility levels, with the added advantage of removing the trust assumption
on the central server. This improvement comes at the cost of increased execution time relative to

CDP alone.

Real World Applicability. To adapt our protocol within existing federated learning frameworks, only
minor modifications are required. First, a public board accessible by all clients must be instantiated.
This board serves as a medium for publishing commitments and reaching consensus. At each round,
an additional step is inserted to allow clients to negotiate consensus on their masked local weights,
following the protocol described in Section[6.2.3.1] Second, the client logic must be extended to generate
verifiable updates, including commitments and associated zero-knowledge proofs. The aggregation of
commitments can be performed either through the public board or by the server. If the aggregation is
handled by the server, its logic must also be extended to combine the commitments posted by clients.
In our experiments, we simulated the public board using a shared file accessible by all processes
and implemented commitment aggregation directly in the server. The required modifications are

lightweight and do not require to trust a third party.

Limitations of the solution. Our proposed framework has a few limitations that must be acknowledged,
with the potential to be addressed in future work to achieve full robustness. First, the verifiable
protocol introduces a non-negligible computational overhead on the client side, due to the generation
of cryptographic commitments, masks, and zero-knowledge proofs. While this overhead remains
lightweight compared to homomorphic encryption, it may still be a problem for resource-constrained
devices. Second, our protocol currently focuses on the verifiability of aggregation and does not include
detection mechanisms for malicious clients injecting poisoned updates, conflicting gradients, or sybil
attacks. However, it is easy to replace FedAvg to another technique taking into account poisoning
attacks like RSA[142]. Third, we assume that all selected clients participate synchronously in each
round, which may not hold in practice, especially in mobile or edge scenarios with unstable connectivity.
Finally, we do not empirically evaluate the robustness of our system to client drop out or network

failures. A real-world deployment would require fault-tolerant mechanisms, such as timeouts or fallback
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aggregation paths, to ensure resilience under partial client dropout.

6.5 Conclusion

This chapter introduced ProoFed, a comprehensive framework designed to reconcile privacy,
verifiability, and scalability in federated learning. The proposed approach combines additive secret
sharing, central differential privacy, and zero-knowledge proofs, thereby removing the need to trust a

central server while preserving the overall utility of the global model.

We demonstrated that ProoFed ensures the confidentiality of local updates, enables verifiable
aggregation, and maintains a balanced trade-off between computational cost and model performance.
Experimental evaluations across multiple datasets confirmed the robustness and practicality of our
framework, showing that it achieves comparable accuracy to traditional centralized differential privacy

while offering stronger trust guarantees.

Overall, this chapter represents a key step toward building a federated learning paradigm that is

secure, transparent, and verifiable, laying the foundation for trustworthy distributed AI systems.

Key Takeaways

e ProoFed achieves privacy, trust, and scalability in Federated Learning by combining
Central Differential Privacy, Additive Secret Sharing, and Zero-Knowledge Proof of

Opening.

e The design removes the need for a fully trusted server by distributing both noise generation

and aggregation verification among clients and non-colluding servers.

e Confidentiality of local updates, verifiability of aggregation, and tradeoffs utility-privacy
reduction are simultaneously achieved, as confirmed by theoretical analysis and empirical

evaluation.

e The proposed proving protocol remains lightweight and independent of model size. How-

ever, the number of participants are adding overhead.

e The framework currently assumes synchronous participation and honest clients, extending

it to tolerate client dropouts and adversarial behaviors is part of future work.
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7.1 Summary of contributions

This thesis started from a fundamental observation: federated learning, although designed to
protect data by keeping it decentralized, does not guarantee privacy or trust by design. Gradients
exchanged between clients and the server can still leak sensitive information, and the entire training
process often depends on strong and unrealistic trust assumptions regarding the honesty of the central
aggregator. At the same time, privacy regulations such as the GDPR require not only that personal
data remain protected, but also that the protection mechanisms themselves be verifiable and auditable.
This creates a gap between what current FL systems provide and what real-world deployments actually

require.

In Chapter [3] we presented a state of the art on differential privacy and cryptographic methods in
FL. This review placed differential privacy as the only mechanism capable of preventing information
leakage from the global model in federated learning, while also highlighting its privacy—utility trade-
off. The chapter then discussed how cryptographic approaches could reduce trust assumptions and,
consequently, mitigate this trade-off. This analysis established the foundation for the combined
approaches developed in the later chapters. Therefore, the main problem addressed in this thesis
is how to ensure that federated learning preserves privacy even when the aggregation server and
participants are not fully trusted, and how to provide verifiable evidence that differential privacy

mechanisms have been correctly applied.

In Chapter |4, we proposed to reduce the trust placed in the server using homomorphic encryption.
Unlike previous works, the proposed framework does not aggregate the entire model in the encrypted
domain. Importantly, this design allows the application of Theorem 7 from Erlingsson et al. [62],
which provides privacy amplification by shuffling in the general context, not only in the relaxed
setting described by their Corollary 9. Moreover, the framework supports both central and local
DP configurations. It also enables secure aggregation while removing the computational overhead
caused by pairwise masking exchanges, thus handling client dropouts since masks are generated after
participation. While this solution effectively separates noise addition from aggregation, it does not yet

include verification of the correct application of differential privacy.

To address this gap, Chapter [5| tackled the lack of auditability in existing privacy mechanisms. We

introduced a non-interactive proof protocol that verifies the correct application of differential privacy
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without revealing data or noise values. The protocol combines zk-SNARKSs with cryptographic hash
commitments, enabling public verification of DP compliance by any participant or external auditor.
This contribution demonstrated that verifiability and differential privacy can coexist, and that privacy
guarantees can be made auditable in practice. However, it also revealed limitations in scalability when
combined with the previous approach from Chapter [4, due to the heavy computational overhead of
using two key-based cryptographic mechanisms simultaneously. In particular, zk-SNARKSs are not
easily adaptable to varying numbers of clients across rounds, and key generation through multi-party

computation adds significant complexity.

These challenges motivated the exploration of alternative verification techniques in Chapter [§f We
proposed ProoFed, a generalized framework designed to overcome the previous limitations. ProoFed
distributes the generation of differential privacy noise among clients using additive secret sharing,
thereby removing the need for a trusted central entity and enabling verifiable, privacy-preserving

aggregation within a fully distributed setting.

7.2 Global Discussion

The results presented in the previous chapters collectively highlight the evolution of this work
toward a federated learning framework that integrates privacy, trust reduction, and verifiability in
a coherent manner. Each approach contributes a different layer of assurance, and their comparison
reveals how design choices interact across the axes of trust, verifiability, scalability, and utility. The
overall observation is that improving one of these properties inevitably affects the others, and the
strength of a given mechanism depends on how well it balances this multi-objective trade-off. In
particular, cryptographic primitives effectively reduce trust assumptions but introduce computational
and communication overhead, while verifiability mechanisms improve auditability at the cost of
additional complexity. The challenge, therefore, is not to maximize a single property but to reach
a sustainable equilibrium that maintains privacy guarantees without sacrificing system practicality.
This balance gradually emerged through the successive designs developed in the thesis, leading to a
final architecture that reconciles privacy and verifiability within an efficient distributed setting. Table

summarizes the comparative characteristics of the three frameworks proposed across the thesis.
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Table 7.1: Comparison of the three proposed frameworks across key dimensions.

Dimension Chapter Chapter Chapter

Server Trust Not Trusted Semi Trusted Not Trusted

Local Model Privacy Yes (HE) No Yes (SS)

Global Model Privacy Yes Yes Yes

Verifiability None zk-SNARKs  ZKP of Commitment Opening
Scalability Low Moderate Improved

7.3 Future Research Directions

The contributions of this thesis open several promising research directions for extending the
proposed verifiable and privacy-preserving frameworks toward more realistic, interpretable, and
accountable federated learning systems. While the present work focused on synchronous, privacy-

centered architectures, future research should address the following key challenges.

7.3.1 Asynchronous Verifiable and Differentially Private Federated Learning

The framework proposed in Chapter [§] assumes synchronous participation of all clients in each
training round, thereby excluding communication-related challenges from its scope. However, real-
world federated learning systems are inherently asynchronous: clients may join or leave dynamically,

operate under heterogeneous communication rates, and experience intermittent connectivity.

Extending the proposed framework to an asynchronous setting would require revisiting both the
privacy mechanisms and the verification protocols to accommodate partial participation, delayed
updates, and straggler effects. A promising direction involves designing Timing-Safe Release Protocols
that coordinate the disclosure of model updates without compromising either privacy or verifiability

under asynchronous communication.

7.3.2 Human-Centric and Interpretable Privacy Guarantees

As discussed throughout this thesis, the privacy budget ¢ was treated as a variable. While
differential privacy offers formal mathematical guarantees, the practical meaning of € remains abstract
and difficult to communicate to stackholders. This limitation does not make the concept unusable, it

motivates the development of more interpretable privacy frameworks.
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An analogous challenge exists in artificial intelligence, where deep learning models are often viewed
as “black boxes” yet remain useful despite their limited interpretability. Similarly, future research
should aim to make privacy guarantees more transparent and comprehensible. One promising direction
is the notion of explainable privacy, where the numerical value of ¢ is translated into intuitive notions
of risk or data exposure. In practice, this could involve empirically linking € to measurable quantities
such as the success probability of inference attacks, reconstruction risk, or expected data leakage.
Developing such human-centered interpretations would greatly facilitate stakeholder understanding

and adoption of differential privacy mechanisms.

7.3.3 Verifiable Tracking of Privacy Budget in Federated Learning

A key limitation of this work lies in the absence of explicit tracking of cumulative privacy loss
across training rounds. While this aspect was neglecting in the current thesis, it represents a critical

avenue for future exploration.

Actually, existing privacy accounting methods such as the Moment Accountant [82] and RDP
Accountant [143] struggle to model the dynamic and heterogeneous nature of federated environments.
Moreover, they often rely on relaxed definitions of differential privacy. Future work should focus
on designing verifiable privacy composition methods that can account for heterogeneity and partial
participation while integrating privacy amplification by iteration [63] and privacy amplification by

subsampling [144].

An additional open problem concerns continual federated learning, where models evolve over time
or across data streams. In such settings, privacy loss may accumulate not only across training rounds
but also across model versions and tasks. Addressing this challenge requires developing temporal and

continual privacy frameworks capable of reasoning about long-term and cross-task exposure.

7.3.4 Future Extensions of the Proposed Frameworks

Building upon the architectures and experimental results proposed in this thesis, several extensions
could further enhance the practicality, robustness, and scalability of verifiable and privacy-preserving
federated learning systems:

e Robustness Against Poisoning Attacks: The current frameworks assume benign client behavior.
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FUTURE RESEARCH DIRECTIONS

Future work should focus on defending against adversarial contributions such as model poisoning,
backdoors, or data manipulation. Integrating robust and verifiable aggregation rules would
enhance both trust and security. However, this remains challenging due to the statistical nature
of model update filtering, which can be difficult to reconcile with cryptography. Actually,

adapting the robust aggregation method named RSA[I42] seems the easiest way.

Verifiability on the Client Side: To achieve end-to-end trust, verifiability should extend beyond
the server to include client-side verification. In Chapter [5], the proposed zk-SNARK-based
framework demonstrated how succinct non-interactive proofs can ensure the integrity and
accountability of the aggregation process. However, zk-SNARKS require a trusted setup phase
involving key generation, which introduces potential security and transparency concerns. Future
research should therefore explore alternative proof systems such as zk-STARKs [110], which offer
comparable succinctness and non-interactivity while eliminating the need for key negotiation and
improving auditability through transparent setup procedures. Building upon the architecture
presented in Chapter another promising direction involves designing distributed proofs
to construct a fully self-verifiable federated learning framework, where verification tasks are

decentralized among clients.

Experimental Expansion: Further empirical validation is required under adversarial and resource-
constrained conditions to assess the robustness and practicality of the proposed frameworks.
Although this thesis employed a simplified public bulletin board for result verification, future
research could investigate more sophisticated implementations of this component, such as
blockchain-based solutions. A decentralized ledger would enhance transparency, immutability,
and resistance to tampering, thereby strengthening the auditability and trustworthiness of
federated learning processes. In parallel, experimental evaluations should consider scenarios
involving poisoning and backdoor attacks, communication cost analysis, and scalability testing

across heterogeneous client populations.
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8.1 Introduction générale et problématique

8.1.1 Contexte général

L’essor des techniques d’apprentissage automatique a profondément transformé de nombreux
domaines applicatifs, tels que la santé, la finance, les systémes de recommandation ou encore les
services numériques personnalisés. Cette évolution repose en grande partie sur la capacité des
modeles & exploiter des volumes massifs de données, souvent sensibles, issues de sources hétérogenes
et distribuées. Toutefois, la centralisation de ces données souleve d’importantes préoccupations en

matiere de confidentialité, de sécurité et de conformité réglementaire.

Ces préoccupations ont conduit a ’adoption de cadres juridiques de plus en plus stricts visant a
encadrer la collecte, le traitement et 'exploitation des données personnelles. Des réglementations telles
que le Reglement Général sur la Protection des Données (RGPD) en Europe, le California Consumer
Privacy Act (CCPA) aux Etats-Unis ou encore le Health Insurance Portability and Accountability
Act (HIPAA) dans le domaine de la santé imposent des exigences fortes en matiere de minimisation
des données, de limitation des finalités, de transparence et de responsabilité. Ces textes ne se limitent
pas a restreindre les flux de données, mais exigent également que les organisations soient en mesure de

démontrer, de maniere vérifiable et auditable, le respect des principes de protection de la vie privée.

Dans ce contexte, ’apprentissage fédéré (Federated Learning) est apparu comme un paradigme

, . R ) : . .\ .
prometteur permettant d’entrainer des modeles d’apprentissage automatique de maniere collaborative
sans nécessiter le partage des données brutes. En conservant les données sur les sites locaux et en ne
communiquant que des mises a jour de modeles, cette approche semble & premiere vue mieux alignée
avec les exigences réglementaires, en réduisant la centralisation et I’exposition directe des données

sensibles.

Cependant, de nombreux travaux récents ont montré que cette hypothese de confidentialité par
conception est insuffisante. Les gradients et parametres échangés lors de I’apprentissage fédéré peuvent
révéler des informations sur les jeux de données locaux, rendant le systeme vulnérable & diverses
attaques par inférence. Des lors, si 'apprentissage fédéré constitue une avancée importante vers des
architectures plus respectueuses de la vie privée, il ne répond pas a lui seul aux exigences légales et
réglementaires en matiere de protection des données, qui impliquent non seulement la limitation des

fuites d’information, mais également la capacité a prouver et a auditer les garanties de confidentialité
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effectivement mises en ceuvre.

Pour pallier les fuites d’information observées dans I’apprentissage fédéré, la confidentialité dif-
férentielle s’est imposée comme 1'un des rares mécanismes offrant des garanties formelles de protection
de la vie privée, y compris apres la publication du modele entrainé. Toutefois, son intégration
dans les systémes d’apprentissage fédéré met en évidence plusieurs limites structurelles. L’ajout de
bruit introduit un compromis délicat entre confidentialité et utilité des modeles, pouvant dégrader

significativement leurs performances lorsque des niveaux élevés de protection sont requis.

Par ailleurs, la majorité des approches reposant sur la confidentialité différentielle supposent
I’existence d’un serveur central honnéte ou semi-honneéte, chargé d’appliquer correctement les mécan-
ismes de protection. Cette hypothése de confiance forte constitue une faiblesse majeure, notamment
dans des environnements multi-organisations ou soumis a des exigences réglementaires strictes. En
pratique, les participants ne disposent d’aucun moyen effectif pour vérifier que les mécanismes annoncés

sont correctement implémentés et exécutés.

8.1.2 Problématique et objectifs

Au-dela de la question de la confidentialité, un enjeu central concerne la transparence et ’auditabilité
des systemes d’apprentissage fédéré. L’absence de mécanismes de vérification empéche les participants,
ainsi que les autorités de régulation, de s’assurer du respect effectif des garanties de confidentialité,

créant un écart significatif entre les promesses théoriques et leur mise en ceuvre réelle.

Dans ce contexte, la problématique centrale de cette thése peut étre formulée comme suit :
comment concevoir des systemes d’apprentissage fédéré capables de fournir des garanties formelles
de confidentialité, tout en réduisant les hypothéses de confiance envers les entités centrales et en
permettant la vérification effective de la bonne application des mécanismes de protection de la vie
privée ¢

Pour répondre a cette problématique, cette these explore la combinaison de la confidentialité
différentielle avec des primitives cryptographiques et des protocoles de vérifiabilité. L’objectif est
de proposer des cadres intégrés permettant a la fois de protéger les mises a jour locales, de limiter
la confiance accordée au serveur central, et de rendre vérifiables les propriétés de confidentialité

annoncées, sans divulguer d’informations sensibles. Le présent chapitre de résumé étendu vise ainsi a
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synthétiser 'ensemble des travaux présentés dans ce manuscrit, en mettant en évidence leur cohérence

et leur progression scientifique.

8.2 [Enseignements de ’etat de ’art

L’apprentissage fédéré (Federated Learning) a été introduit comme une alternative aux architectures
d’apprentissage centralisées afin de permettre ’entrainement collaboratif de modeles d’apprentissage
automatique tout en conservant les données sur les sites locaux. Dans ce paradigme, un serveur central
orchestre le processus d’apprentissage en distribuant un modele global aux participants, lesquels
effectuent un entrainement local avant de renvoyer des mises & jour agrégées pour former un nouveau

modele global.

Cette approche présente plusieurs avantages, notamment la réduction des risques liés a la centrali-
sation des données et une meilleure conformité aux réglementations en matiere de protection de la
vie privée. Toutefois, malgré ces bénéfices apparents, I'apprentissage fédéré introduit de nouvelles
contraintes liées a la distribution des données, a I'hétérogénéité des participants et a la nature itérative
des échanges de parametres. Ces contraintes exposent le systeme a des vulnérabilités spécifiques qui

ne sont pas présentes dans les approches centralisées.

8.2.1 Menaces sur la vie privée dans ’apprentissage fédéré

Contrairement & une idée largement répandue, le fait de ne pas partager les données brutes ne
garantit pas une protection complete de la vie privée. Les mises a jour de modeles échangées dans
Iapprentissage fédéré peuvent contenir des informations sensibles exploitables par des adversaires.
Plusieurs types d’attaques par inférence ont ainsi été mis en évidence, notamment les attaques par
inférence d’appartenance, les attaques par reconstruction de données ou encore l'inférence de propriétés

statistiques des jeux de données locaux.

Ces attaques exploitent la nature en boite blanche de 'apprentissage fédéré, ou les gradients et
parametres sont directement accessibles aux entités participantes ou au serveur central. Elles montrent
clairement que l'apprentissage fédéré ne constitue qu'une premiere couche de protection et qu’il ne
peut, a lui seul, satisfaire les exigences élevées de confidentialité requises dans des domaines sensibles

tels que la santé ou la finance.
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8.2.2 Confidentialité différentielle dans ’apprentissage fédéré

Face a ces limitations, la confidentialité différentielle s’est imposée comme un mécanisme fondamen-
tal pour fournir des garanties formelles de protection de la vie privée. Elle repose sur 'introduction
d’un bruit aléatoire controlé afin de limiter 'impact de toute donnée individuelle sur le résultat final
du modele. Cette propriété garantit qu’un adversaire ne peut pas déterminer, avec une probabilité

significative, si une donnée spécifique a été utilisée lors de I’entrainement.

Dans le contexte de 'apprentissage fédéré, la confidentialité différentielle peut étre appliquée selon
différents modeles, notamment la confidentialité différentielle centrale et la confidentialité différentielle
locale. Chacun de ces modeles présente des avantages et des inconvénients en termes de protection,
de colit computationnel et d’utilité des modeles. Les travaux existants ont montré que ’application
naive de la confidentialité différentielle entraine souvent une dégradation notable des performances, en

particulier lorsque des niveaux de confidentialité élevés sont exigés.

8.2.3 Hypotheses de confiance et absence de vérifiabilité

Un autre aspect critique mis en évidence par ’état de I’art concerne les hypotheses de confiance
sous-jacentes aux systemes d’apprentissage fédéré. La majorité des approches existantes supposent
un serveur central honnéte ou semi-honnéte, chargé d’appliquer correctement les mécanismes de
confidentialité différentielle et d’effectuer I'agrégation des mises a jour de maniere fidele. Cette
hypothese est cependant incompatible avec des scénarios réalistes impliquant des entités indépendantes

ou concurrentes.

De plus, les mécanismes de confidentialité proposés dans la littérature sont rarement accompagnés
de moyens permettant d’en vérifier ’application effective. L’absence de vérifiabilité empéche les
participants et les autorités de régulation de s’assurer que les garanties annoncées sont respectées,

renforcant ainsi la dépendance & une confiance implicite envers le serveur central.

8.2.4 Enjeux ouverts et positionnement

L’analyse de I’état de ’art met en évidence un écart persistant entre les garanties théoriques offertes
par les mécanismes de confidentialité et leur mise en ceuvre pratique dans les systémes d’apprentissage

fédéré. Les approches existantes traitent souvent la confidentialité, la confiance et la vérifiabilité
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comme des problématiques indépendantes, sans proposer de cadre unifié permettant de les aborder

conjointement.

C’est dans ce contexte que s’inscrit cette these, qui vise a dépasser les limitations identifiées en
explorant la combinaison de la confidentialité différentielle avec des primitives cryptographiques et des
protocoles de vérifiabilité. L’objectif est de proposer des approches capables de réduire les hypotheses
de confiance, de rendre les garanties de confidentialité auditables et de préserver 1'utilité des modeles,
ouvrant ainsi la voie a des systemes d’apprentissage fédéré plus transparents et mieux adaptés aux

exigences des environnements sensibles.

8.3 Contributions et approches proposées

Cette section synthétise les principales contributions de cette theése, développées dans les Chapitres
4,5 et 6. L’objectif commun de ces contributions est de réduire les hypotheses de confiance dans les
systemes d’apprentissage fédéré, tout en garantissant des propriétés formelles de confidentialité et en

introduisant des mécanismes de vérifiabilité permettant d’auditer le processus d’apprentissage.

8.3.1 Réduction de la confiance par chiffrement homomorphe

La premiere contribution de cette these, développée au Chapitre 4, vise a réduire les hypotheses
de confiance envers le serveur central dans les systémes d’apprentissage fédéré, en particulier dans
le contexte de la confidentialité différentielle centrale. Comme mis en évidence dans 1’état de I’art,
confier au serveur 'ajout du bruit de confidentialité différentielle constitue une faiblesse majeure,
puisqu’un serveur curieux peut potentiellement neutraliser ce bruit apres ’agrégation et compromettre

les garanties de confidentialité.

Pour répondre a cette limitation, un cadre reposant sur le chiffrement homomorphe additif est
proposé, permettant de protéger les mises a jour locales tout au long de leur transmission et de leur
agrégation. L’architecture introduite repose sur une séparation explicite des roles entre trois entités :
les clients, un shuffler et un agrégateur. Les clients chiffrent leurs mises a jour locales a 1’aide d’une clé
publique avant transmission, tandis que le shuffler opere exclusivement sur des données chiffrées afin

d’assurer a la fois ’anonymisation des contributions et I’ajout du bruit de confidentialité différentielle.

Grace aux propriétés du chiffrement homomorphe additif, I’agrégation peut étre effectuée sans
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acces aux valeurs sous-jacentes, ce qui empéche 'agrégateur d’observer les mises & jour non protégées.
Cette conception établit un découplage clair entre 'agrégation des mises a jour et I’application de la
confidentialité différentielle, limitant ainsi les capacités d’observation et d’analyse du serveur central
dans le modele de menace considéré. Elle permet également d’exploiter des mécanismes d’amplification
de la confidentialité, notamment par sous-échantillonnage dans le cadre central et par mélange des
parametres dans le cadre local, sans imposer de contraintes restrictives sur le nombre de participants

ou sur le budget de confidentialité.

Les analyses théoriques et expérimentales présentées dans ce chapitre montrent que cette approche
permet de renforcer significativement la confidentialité des mises a jour locales et 'anonymat des
contributions, tout en maintenant des performances de convergence comparables a celles des approches
classiques d’apprentissage fédéré sous des niveaux de bruit modérés. Cette contribution constitue ainsi
une premiere étape vers des architectures d’apprentissage fédéré moins dépendantes de la confiance,
tout en mettant en évidence les limites pratiques liées au cott du chiffrement homomorphe, qui

motivent I’exploration de solutions complémentaires dans les chapitres suivants.

8.3.2 Vérifiabilité non interactive de la confidentialité différentielle

La deuxiéme contribution de cette these, développée au Chapitre 5, s’attaque & une limitation
fondamentale des mécanismes de confidentialité différentielle en pratique : l’absence de moyens
permettant de vérifier que le bruit requis par la confidentialité différentielle est effectivement généré et
appliqué conformément aux parametres annoncés. Dans le cadre de la confidentialité différentielle
centrale, cette absence de vérifiabilité impose une hypothese de confiance forte envers le serveur, lequel
peut intentionnellement ou non affaiblir les garanties de confidentialité en modifiant le budget de

confidentialité, en réduisant le bruit injecté ou en contournant le mécanisme prévu.

Pour répondre a cette problématique, cette these introduit un cadre de vérifiabilité non interactive
reposant sur 'intégration de preuves a divulgation nulle de connaissance (zk-SNARKSs) et d’engagements
cryptographiques au sein du processus de confidentialité différentielle. Le principe consiste & associer
a chaque étape critique — génération du bruit, exécution de la requéte et ajout du bruit au résultat

— une preuve cryptographique attestant de sa conformité, sans révéler ni les données sensibles ni les
valeurs de bruit utilisées. Afin de rendre ces preuves compatibles avec des circuits zk-SNARKs, la

confidentialité différentielle repose sur le mécanisme de Laplace discret, dont la génération peut étre
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efficacement vérifiée a I’aide de preuves de minimalité et de composition.

Ce cadre permet ainsi de transformer la confidentialité différentielle, traditionnellement fondée
sur des hypotheses de confiance implicites, en une propriété vérifiable a posteriori. Les clients et les
propriétaires de données peuvent vérifier publiquement que les parametres de confidentialité annoncés
ont été respectés, sans recourir a des audits ex post ni a des techniques d’inférence approximatives.
Toutefois, cette approche reste limitée par le cotit computationnel des zk-SNARKS et par son périmetre
fonctionnel, restreint aux requétes décomposables et a des déploiements de taille modérée. Ces
limitations motivent ’exploration de solutions plus légeres et plus distribuées, développées dans la

contribution suivante.

8.3.3 ProoFed : un cadre unifié, distribué et vérifiable

La troisieme contribution de cette these, développée au Chapitre 6, propose ProoFed, un cadre
d’apprentissage fédéré visant a concilier confidentialité, vérifiabilité et réduction des hypotheses de
confiance, tout en évitant le recours a des primitives cryptographiques lourdes telles que le chiffrement
homomorphe ou les zk-SNARKSs. Cette contribution s’inscrit dans la continuité des limites identifiées
dans les chapitres précédents, en particulier la dépendance a des entités centrales de confiance et les

surcouts de calcul associés aux approches existantes.

ProoFed repose sur une architecture distribuée combinant le partage de secrets additif, la génération
collaborative du bruit de confidentialité différentielle et des mécanismes d’engagement cryptographique.
Les mises a jour locales sont découpées en parts distribuées entre plusieurs serveurs non collusifs, de
sorte qu’aucune entité isolée ne puisse reconstruire les contributions individuelles. La confidentialité
différentielle centrale est obtenue de maniere collaborative, chaque client ajoutant du bruit a une
portion spécifique de son vecteur de mise a jour, garantissant que chaque coordonnée du modele global

est bruitée exactement une fois, tout en limitant ’accumulation inutile de bruit.

Afin de renforcer la confiance dans le processus d’agrégation, ProoFed intégre des mécanismes
de vérifiabilité fondés sur des engagements homomorphes et des preuves a divulgation nulle de
connaissance. Ces mécanismes permettent de vérifier que 'agrégation globale correspond bien a la
somme des mises a jour engagées par les clients, sans révéler les contributions individuelles ni les
valeurs de bruit utilisées. La vérifiabilité porte ainsi sur la correction de I’agrégation et le respect du

protocole, sans supposer un comportement honnéte du serveur.
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Les analyses théoriques et les résultats expérimentaux présentés dans ce chapitre montrent que
ProoFed atteint des performances comparables a celles de la confidentialité différentielle centrale
classique, tout en supprimant ’hypotheése d’un serveur pleinement digne de confiance. Cette contribu-
tion illustre la faisabilité d’un apprentissage fédéré a la fois privé et vérifiable, au prix de compromis
raisonnables en termes de complexité protocolaire et de synchronisation, ouvrant la voie a des systeémes

d’apprentissage fédéré plus transparents et mieux adaptés aux environnements sensibles.

8.3.4 Syntheése comparative des contributions

Pris dans leur ensemble, les trois cadres proposés dans cette these abordent de maniere progressive
les limites identifiées dans I’état de ’art. La premiere contribution réduit ’exposition des mises a jour
locales, la seconde introduit la vérifiabilité des garanties de confidentialité, et la troisieme combine ces

dimensions dans une architecture distribuée et cohérente.

Cette progression permet d’explorer différents compromis entre confidentialité, confiance, vérifia-
bilité et efficacité, et fournit une base solide pour la conception de systemes d’apprentissage fédéré

mieux adaptés aux exigences des environnements sensibles et réglementés.

8.4 Validation expérimentale, discussion et perspectives

Cette section synthétise les résultats expérimentaux obtenus pour les différentes approches proposées
dans cette these, avant d’en dégager les principaux enseignements, les limites identifiées et les

perspectives de recherche ouvertes.

8.4.1 Cadre expérimental général

Les différentes contributions de cette these ont été évaluées a ’aide de cadres expérimentaux adaptés
a leurs objectifs respectifs, visant a analyser I'impact des mécanismes proposés sur la confidentialité,
I'utilité des modeles et les cotlits computationnels. Les expériences ont été menées sur plusieurs jeux de
données représentatifs et des modeles d’apprentissage profond couramment utilisés dans la littérature,

afin de refléter des scénarios d’apprentissage fédéré réalistes.

Les évaluations prennent en compte des parametres clés tels que le nombre de participants, le

nombre de tours d’entrainement, la taille des modeles et les niveaux de confidentialité différentielle.
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Les métriques analysées incluent principalement la précision des modeles, la vitesse de convergence,
ainsi que les temps de calcul et de communication coté client et c6té serveur. Une attention particuliere
est également portée aux surcouts induits par les mécanismes cryptographiques et de vérifiabilité

intégrés aux différents cadres proposés.

8.4.2 Résultats expérimentaux et enseignements

Les résultats expérimentaux montrent que les approches proposées permettent de préserver une
utilité satisfaisante des modeles tout en renforcant significativement les garanties de confidentialité
et de confiance. Dans le cadre de la réduction de la confiance par chiffrement homomorphe, les
expériences confirment que la protection des mises & jour locales et la séparation des responsabilités
n’empéchent pas la convergence des modeles, sous réserve de niveaux de bruit modérés et d’un nombre
de participants suffisant. Ces résultats mettent cependant en évidence des limites claires en termes de

couts computationnels, en particulier lorsque la taille des modeles ou le nombre de clients augmente.

En ce qui concerne la vérifiabilité non interactive de la confidentialité différentielle, les expériences
démontrent la faisabilité pratique de l'intégration de preuves cryptographiques attestant de la bonne
application du bruit, avec un cott de vérification faible et indépendant de la taille des données. Le
surcout principal réside dans la génération des preuves, dont la complexité croit avec le nombre de

participants, ce qui limite la scalabilité de cette approche dans des déploiements a tres grande échelle.

Les résultats obtenus avec le cadre ProoFed mettent en évidence 'intérét d’'une approche distribuée
de la confidentialité différentielle et de la vérifiabilité. La génération collaborative du bruit et I'utilisation
du partage de secrets permettent de réduire significativement les hypothéses de confiance, tout en
conservant des performances comparables a celles de la confidentialité différentielle centrale classique.
Les expériences confirment également que les mécanismes de vérifiabilité intégrés introduisent un
surcout limité et indépendant de la taille des modeles, ce qui renforce la pertinence de cette approche

pour des environnements d’apprentissage fédéré réalistes.

8.4.3 Discussion globale et limites

L’analyse transversale des résultats met en évidence les compromis inhérents aux systeémes
d’apprentissage fédéré préservant la vie privée. Le renforcement des garanties de confidentialité,

de réduction de la confiance et de vérifiabilité s’accompagne nécessairement de cotits supplémentaires
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en termes de calcul, de communication et de complexité protocolaire. Le choix d’un mécanisme donné

dépend donc fortement des contraintes et des exigences du domaine applicatif ciblé.

Par ailleurs, les contributions de cette these se concentrent sur des scénarios d’apprentissage fédéré
synchrones et reposant sur des hypotheses de participation honnéte des clients. Des problématiques
telles que ’asynchronisme, les déconnexions fréquentes, ’hétérogénéité marquée des données ou les
attaques actives de type empoisonnement ne sont pas traitées de maniere approfondie. Ces limites,
volontairement assumées, définissent le cadre d’application des résultats présentés et motivent les

perspectives de recherche identifiées.

8.4.4 Perspectives de recherche

Les travaux présentés ouvrent plusieurs perspectives de recherche. Une premiere direction concerne
I’extension des mécanismes proposés a des scénarios asynchrones ou plus fortement décentralisés, afin
de mieux refléter les contraintes des environnements réels a grande échelle. Une autre perspective porte
sur le suivi, la composition et la vérification dynamique du budget de confidentialité différentielle au
fil des itérations d’apprentissage, en lien avec les exigences réglementaires et les cadres d’auditabilité

émergents.

Enfin, 'intégration des mécanismes de confidentialité et de vérifiabilité a des approches visant
a améliorer l'interprétabilité, la transparence et l'acceptabilité des modeles constitue une piste
prometteuse pour favoriser I’adoption de I'apprentissage fédéré dans des domaines sensibles nécessitant

un haut niveau de confiance, de responsabilité et de conformité réglementaire.

8.5 Conclusion du résumé étendu

Ce chapitre a présenté un résumé étendu des travaux menés dans cette theése, en mettant en
évidence la progression scientifique adoptée pour répondre aux limites de I’apprentissage fédéré en
matiere de confidentialité, de confiance et de transparence. Partant du constat que la décentralisation
des données ne suffit pas a garantir la protection de la vie privée, cette thése a exploré des mécanismes
complémentaires visant a rendre les garanties de confidentialité effectives, vérifiables et compatibles

avec des contraintes pratiques.

Les contributions présentées montrent que la confidentialité différentielle demeure le seul mécanisme
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capable de protéger formellement le modele global contre les attaques par inférence, mais que son
efficacité dépend fortement des hypotheses de confiance accordées aux entités centrales. A travers
Putilisation du chiffrement homomorphe, de preuves cryptographiques et de mécanismes distribués
fondés sur le partage de secrets, cette theése propose plusieurs stratégies permettant de réduire ces
hypotheses, d’introduire des garanties de vérifiabilité et d’améliorer la transparence des processus

d’apprentissage.

Les résultats expérimentaux et les analyses comparatives mettent en évidence les compromis
inhérents entre confidentialité, utilité des modeles, vérifiabilité et colits computationnels. Aucune
approche ne permet de maximiser simultanément toutes ces dimensions, mais les cadres proposés
montrent qu’il est possible d’atteindre un équilibre satisfaisant en combinant de maniere raisonnée des

mécanismes cryptographiques et des techniques de confidentialité différentielle.

En conclusion, ce résumé étendu met en lumiere que 'avenir de 'apprentissage fédéré préservant
la vie privée repose sur des architectures hybrides et distribuées, capables de réconcilier garanties
formelles, auditabilité et contraintes opérationnelles. Les travaux présentés constituent une étape vers
des systemes d’apprentissage fédéré plus fiables, plus responsables et mieux alignés avec les exigences

réglementaires et sociétales actuelles.
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Composition in DP allows combining multiple differential private mechanisms to preserve privacy
while enabling more complex data analysis. It offers a way to bound the total privacy cost while
releasing multiple result on the same dataset[145]. There are two types of composition: sequential

composition and parallel composition.

A.1 Sequential Composition [60]

Sequential composition is a fundamental property in DP because it offers a way to design of
algorithms that consult the data multiple times. The basic sequential composition for an e-differential

privacy is defined by the theorem

Theorem A.1.1. Let M, be an €1 -differentially private algorithm, and let My be an es-differentially pri-
vate algorithm. Then their combination, defined to be My o by the mapping: M 2(z) = (Mq(z), Ma(z))

is €1 + eo-differentially private.

This means that the privacy loss accumulates as we apply multiple differentially private mechanisms
to the same dataset.
The sequential composition theorem can be applied repeatedly to combine k differentially private

mechanisms. Formally, we obtain the following corollary:
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A.2. PARALLEL COMPOSITION [146]

Corollary A.1.1. Let M; be an ¢;-differentially private algorithm with i € K = [1..k]. Then if My is
defined to be Mg (z) = (My(x),..., My(x)) is (X, €)-differentially private.

The sequential composition theorem can be extended to the approximate differential privacy
setting.

Theorem A.1.2. Let M, be an (e;, 6;)-differentially private algorithm with i € K = [1..k]. Then if Mg
is defined to be My (x) = (My(z), ..., Mp(x)) is (XK e, S8 6)-differentially private.

In ADP, we should take care of the parameter § in addition to the e. This is why, the choice of the
two parameters need a careful attention based on the specific application and the desired privacy and

accuracy.

A.2 Parallel Composition [146]

Unlike sequential composition, which combines multiple differentially private mechanisms in the
same dataset, parallel composition is based on the idea of dividing the dataset into disjoint chunks

and apply differentially private mechanism on each chunk separately. The formal statement of this

property is given by the theorem

Theorem A.2.1. Let M; each provide e-differential privacy. Let D; be arbitrary disjoint subsets of the
input domain D. The sequence of M;(X N D;) provides e-differential privacy.

This type of composition gives lower bound of privacy loss than the sequential mechanism. An
example of where parallel composition is automatically satisfied is a query that returns a histogram of

the dataset.

A.3 Advanced Composition [147]

While parallel and sequential composition are fundamental properties of both approximate and
pure differential privacy, approximate differential privacy allows another type of composition. It is

called advanced composition.

This type of composition deals with mechanisms that are instances of k—fold adaptive composition.

A k—fold adaptive composition is a sequence of mechanisms myq, ..., my such that :
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A.3. ADVANCED COMPOSITION [147]

e Each mechanism m; may be chosen based on the outputs of all previous mechanisms my, ..., m;_1

e The input to each mechanism is both a private dataset and all outputs of previous mechanisms.

In fact, many iterative algorithms, such as gradient descent or k-means, are nearly always instances of
k—fold adaptive composition. By using this type of composition, we can provide a tighter bound on
the privacy than the basic sequential composition. Formally, this composition was defined in [147] by

the following theorem:

Theorem A.3.1. For every ¢ > 0,0,0' > 0, and k € N, the class of (¢,0)-differentially private

mechanisms is (€', kd + &')-differentially private under k-fold adaptive composition, for

1
€ =4/2k ln(y).e + k.e.o

where g = e — 1

Using this composition permit to tightly bound the privacy loss after sequential composition.
Figure compares the bounds provided by basic composition and advanced composition while
executing k£ mechanisms. We can see clearly that as the number of mechanisms k& increases, the bounds
provided by advanced composition are more accurate than the basic composition. However, even with

advanced composition, the bounds are loose bounds.

100

= Sequential Composition 10000 | = Sequantial Compasition
Advanced Composition Advanced Composition
& B000

& G000

40 4000

20 2000

a a
a 2 40 a0 & 100 a 2000 4000 G000 8000 10000

Figure A.1: Advanced composition vs basic composition [145]
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This appendix presents the theoretical foundations of the privacy amplification results discussed in
Chapter 4 We restate the key results from Erlingsson et al. [62], namely Theorem 7 and Corollary 9,

which formalize the amplification of local differential privacy guarantees through random shuffling.

B.1 Amplification by Shuffling

Erlingsson et al. introduced the following fundamental result, showing that random shuffling
of locally differentially private (LDP) outputs yields stronger guarantees in the central model of

differential privacy.
Theorem B.1.1 (Amplification by Shuffling [62]). Let Al(zl)p :SW x . x S x D — SO fori € [n]
be a sequence of algorithms such that each Al(é)p is eg-differentially private for all values of the auxiliary

inputs in SO x -+ x St~

Let Ay : D" — SW x ... x 8 pe the algorithm that, given a dataset x1., € D™, samples a uniform

random permutation T over [n], then sequentially computes
zi = Alap(21:-1, Triy),  fori=1,2,...,n,
and outputs z1.,.

Then, for any integer n > 1 and any 9,9 > 0, the algorithm Ag satisfies (g, 9)-differential privacy

e <e1y/2nlog(1l/d) + ney (et — 1),

in the central model, where

2¢2¢0 (ef0—1)

forei = -
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In particular:

< e?0(ef0 — 1),/8log(1/9) n 6eteo (efo — 1)2’

- vn n
when g9 < In(n/4)/3, and for any n > 1000, 0 < g9 < 1/2, and 0 < § < 1/100,

n

B.2 Amplification with Pre-Shuffled Randomization

The proof of Theorem [B.I.T]assumes that data are shuffled before randomization. However, trusting
a remote shuffler negates the benefits of LDP. Erlingsson et al. further established that amplification

still holds when the randomization occurs before shuffling, under certain conditions.

Corollary B.2.1 (Amplification with Pre-Shuffled Randomization [62]). Let Al(é)p :SW x o SGD
D — S forie [n] be a sequence of algorithms such that each Al(é)p is eo-differentially private for all
avziliary inputs. Let Apost : D™ — SW x ... x S be the algorithm that, given a dataset D € D",

computes z1., = Alocal(D), samples a random uniform permutation 7, and outputs Zr(1)s - -+ 5 Zr(n) -

Let S C [n] be a set of indices such that for all i,j € S, Al(é)p = Al(él)o. Then, for |S| > 1000,
0<ep<1/2, and 0 < § < 1/100, the algorithm Apost satisfies (e, 9)-differential privacy at index i € S
in the central model, where

log(1/0)

g = 1280 T

This corollary establishes that privacy amplification can still occur even if local randomization precedes
shuffling. However, the guarantee holds meaningfully only under restrictive conditions (large |.S|, small

€0), which may limit practical applicability.
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Overview

Inside zk-SNARK circuits, all variables live in a finite field F,,. Since finite fields have no notion of
signed integers, proving that a value is non-negative (z > 0) requires constraining it to lie within a

valid binary range [0,2* — 1]. This is done using bit-decomposition.

Mathematical Principle

To encode non-negativity, we express x as a sum of binary variables:
k—1 ‘
x=> b2, b e€{0,1}.
i=0

Each constraint b;(b; — 1) = 0 guarantees that b; is boolean, so the reconstructed = is always an

unsigned integer in [0,2* — 1]. Thus, z is implicitly non-negative.

Illustration 1: Positive Value

Consider z = 42. Its binary decomposition is:
42=2"+2%+2' =32 +8+2.
The bit vector (b3, ..., by) contains:
b=(0,0,0,0,0,1,0,1,0,1,0,0,...,0).

153



During recomposition:

31
recomposed = Z 20h; = 42,
=0
and the constraint assert(recomposed == x) holds. Thus, x = 42 satisfies the non-negativity

condition and the circuit accepts it.

INlustration 2: Modular Negative Value

Now consider the value x = p — 1, which represents —1 in F, (for example, in BN254, p ~ 2254,

In binary, p — 1 is a 254-bit sequence of all ones:
p—1=(1,1,1,...,1)a.

When the circuit attempts to decompose x using only 32 bits, it fails to satisfy the equality:

31
recomposed = Z 2'h; # x,
i=0

because p — 1 cannot be represented within the 32-bit range [0,232 — 1]. Therefore, the constraint

assert(recomposed == x) fails, and the proof generation aborts.
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D.1 Notation Summary

We summarize below the main mathematical notations used throughout the paper for clarity and

consistency:

e n: Total number of clients participating in federated learning.

e d: Dimension of the model update vectors.

e w; € R Local model update vector computed by client i.

e w;: Noisy version of client 7’s update.

e w=>",w;: Aggregated global model update before adding noise.

o w=>1",w =w+mn: Aggregated noisy global model update.

e ¢; € R% Sparse noise vector added by client i on a private coordinate subset.

e n=>1",e;: Total noise added across all clients.

(

o wij ): The j-th additive share of the local update w; in secret sharing.
o (; = gY"h": Pedersen commitment to w; using randomness r; € Zj.
e C =T[,C; = g”hf: Aggregated commitment over all clients.

e S;: Set of private indices chosen by client i to add noise (disjoint across clients).
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e k: The size of S;.

r; € Z¢: Random value used in the commitment by client i.

p: Ephemeral randomness used in the zero-knowledge proof of opening.

e z: ZKP response computed as z = p + cw.

c: Fiat—Shamir challenge hash ¢ = H(A, C,w) in the ZKP protocol.

Group elements g, h are fixed public generators of a cyclic group of prime order ¢, used for Pedersen

commitments.

D.2 Security under (n — 1) Collusion

Theorem D.2.1 (Security under (n — 1) Collusion). Consider a system with n clients. Suppose each
honest client uses additive secret sharing to split k of its weights among all n participants. Then, even
if (n—1) clients collude, they cannot reconstruct the honest client’s values on at least those k protected

weights.

(H)

Proof. Let clienty be the honest client. For each weight w;"", j € S, clienty generates shares

SH1,js-- > SHn,j € Zp satisfying

n
Z SHyrj = wj(-H) mod p.
r=1
clienty keeps sy g j and sends the other n — 1 shares to the other clients.

The colluding clients know {sgc; : ¢ # H}. However, since the final share s g ; is uniformly

random (as w](H) =3 ctH SHej mod p), the distribution of {sp . ; : ¢ # H} is uniform and independent

of wJ(-H)
Thus, the colluding clients gain no information about wJ(»H).

Therefore, for each of the k weights j € S, w§H) remains information-theoretically secure from the

colluders. This completes the proof. O
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